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I'm an administrator and need to install and configure Application

Manager

Take alook at the following to install and set up Application Manager and your other Rizing Geospatial applicationsin a flash.

Installation Requirements

Please review and familiarize yourself with the following requirements below prior to installation.

Review the Application Architecture requirements and recommendations.

Requirements:

System Requirements

.NET 4.7.2 (or higher)
.NET 4.7.2 Download

Windows Server 2012 (or higher)

Windows Server Documentation

Internet Information Services 8.5 (or higher)
The Offical Microsoft I1S Site

User Requirements
Modern web browser

Chrome
Firefox
Safari
Edge

IE11+

Software Requirements
No ESRI ESRI Software

Products An LRS Database ArcGIS Roads & ESRI
Connection Server Highways Geodatabase

ArcGIS Rizing
Desktop Software


https://dotnet.microsoft.com/en-us/download/dotnet-framework/net472
https://docs.microsoft.com/en-us/windows-server/
https://www.iis.net/
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TDS, SA,
VA

TDS
TDS
TDS,RE

(for print-
ing)

TDS

TDS

Depending on what products you will be installing, and running, a map service may be required to be published
through ArcGIS Server and accessible from applications to consume data through the map service — see “
for more information on configuring the map service URL.

ArcGIS Product Version Compatibility

Web Desktop
Enterprise TBD
10.9
Enterprise TBD
10.9.1
Enterprise TBD
11.0

Enterprise TBD
11.1
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Compatible The productis no longer fully supported against this version, but is likely still compatible. Rizing Geospatial does not

offer any guarantee of compatibility.

*Not Sup- The productis under development and may become compatible in the future.
ported

The product is tested and fully functional. Product modifications will be made if an incompatibility is discovered.

The product is not compatible.

*Not Sup- The productis not compatible due to an ESRI defect that was fixed in a later version.
ported

ArcGIS Desktop Compatibility

You can not publish a map service from desktop to ArcGIS Enterprise past 1

Desktop

ArcGIS 10.2 Compatible = Compatible Compatible Compatible = Compatible Compatible

ArcGIS Compatible = Compatible Compatible Compatible = Compatible Compatible -
10.2.1

ArcGIS 10.3 Compatible = Compatible Compatible Compatible = Compatible Compatible Compatible

ArcGIS Compatible =~ Compatible Compatible Compatible = Compatible =~ Compatible Compatible
10.3.1

ArcGIS 10.4 Compatible = Compatible Compatible Compatible = Compatible =~ Compatible Compatible

ArcGIS
10.4.1

ArcGIS Compatible =~ Compatible Compatible Compatible = Compatible =~ Compatible **Not Sup-
10.5.0 ported

ArcGIS
10.5.1

ArcGIS
10.6.0

ArcGIS
10.6.1

ArcGIS
10.7.1

ArcGIS
10.8.1

ArcGIS 11.1
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Compatible

Supported

Not Sup-
ported

*Not Sup-
ported

**Not Sup-
ported

The productis no longer fully supported against this version, but is likely still compatible. Rizing Geospatial does not
offer any guarantee of compatibility.

The product is tested and fully functional. Product modifications will be made if an incompatibility is discovered.

The product is not compatible.

The product is under development and may become compatible in the future.

The product is not compatible due to an ESRI defect that was fixed in a later version.

For New Installations

Follow the installation steps below to install TDS (App Manager) and our web applications.

1. Run the TDS (App Manager) Installer

Double click the installer to runit. The TDS installer willbe named tds-<version> (ex: tds-3.9.0). Then browse to the location you
wish to install TDS and click Next.

This PC »

151400 | setect Installation Folder RIZING

Select a location to install TDS.
To install in this folder, dick ™ext". To install to a different folder, enter it below or dick
"Browse”,

Folder:

IC:‘lProgram Files (x36)\Rizing Geospatial{TDSY Browse...

View Installation Guide
Rizing Geospatial
<Back || MNext> | | Cancel

Mame

Downloads » Installers w | 2 Search

Tip: Clicking View Installation Guide will bring up this topicin the User Guide.
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2. Agree to the End-User License Agreement

Read and agree to the license agreement then click Next.

Please read the following license agreement carefully

End User Software License Agreement A

1. This is an agreement between Rizing Geospatial, LLC (Rizing) and
Licensee, who is being licensed to use the named Software.

2. Licensee acknowledges that this is a limited nonexclusive and
non-transferable license to use the Software for Client's internal
business purposes. Rizing is and remains the owner of all titles,
rights, and interests in the Software. w

()1 accept the terms in the License Agreement

(®) I do not accept the terms in the License Agreement

Rizing Geospatial

3. Select your authentication method

Choose your authentication method and rename the 1IS (Internet Information Services ) Site, Application and/or Application Pool if
desired then click Next. An overview of each option is outlined below.

10
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Installation Options RIZING

Optional IIS/Application Settings

Enter optional II5/Application settings:

(@) Use application's built-n users roles for authentication

(") Use Integrated Windows Authentication (Active Directory)

1S Site Name: | Default Web Site v |

115 Application Mame: Itds

115 Application Pool: ITDSApanuI

Rizing Geospatial

. <Back || MNext> | | Cancel

Selecting Use application's built-in users/roles for authentication will allow you to register and create user roles that
will be stored in the applications database.

Selecting Use Integrated Windows Authenticated (Active Directory) will allow you to use Active Directory users/roles
across your applications.

1IS Site Name: leave default or enter a new name. This is set to Default Web Site ("WEBAPP") by default.
IS Application name: leave default or enter a new name. This is set to tds by default.

1S application pool: leave default or enter a new pool. This is set to TDSAppPool by default.

Recommended: Leave Launch application after install checked to launch App Manager once installation is

complete.

4. Install the application

If you'd like the installer to install all other Rizing Geospatial web applications located in the selected installation directory (or sub-dir-

ectories), select the option to Automatically run other installers in this directory. Otherwise, click Install to run the TDS install-
ation.

11
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Ready to Install RiZifQG

The Setup Wizard is ready to begin the TDS installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

Launch application after install
[ ] Automatically run other installers in this directory

Rizing Geospatial

<Back || mstal |  cancel

Once you click Install, a series of confirmation prompts will open. Click OK to confirm each prompt.

The application should now load in your default browser window if Launch application after install was left checked.

5. Run Application Installer(s)

Repeat steps 1-3 above for each web application installer.

Tip: While this step is not required, it will make the configuration process in App Manager go more smoothly if all of the
applications are installed prior to running through the Configuration Wizard.

6. Run the App Manager Configuration Wizard
Tip: Thisis the quickest and easiest way to get started with App Manager. The Configuration Wizard will walk you

through importing your seed data file (if we provided you one) and all the core configuration settings needed to get up
and running with all of our web applications.

Further detailed information on the underlying web application framework that App Manager sits on top of, including additional install-
ation guidelines and technical specifications, see the Expanding Knowledge section.

Updating an Existing Installation

12
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To update the application, simply run the new installer and the previous application version will automatically be updated to the new
one. Create a backup of the configuration store database prior to upgrading any software.

To upgrade the application in a replicated environment (behind a load balancer)

When upgrading software in a replicated environment (multiple machines running TDS), the following steps should be taken:

1. Make a backup of the TDS configuration store database.

Tip: You can check the Configuration Store to determine where thisis stored. If you are using the default (local
file database), you will need to go to where TDS was installed and copy the "TDS.sdf" file.

« TDS App_Data v | D P Search App_Data

~

Name Date modified Type
" app_packages 10/11/2021 3:41 PM File folder
t ) cots_reports 10/11/2021 3:39 PM File folder
| gp_services 10/11/2021 3:41 PM File folder
' ha 10/11/20217 1:05 PM File folder
p © jem 10/7/2021 3:01 PM File folder
) ra_widgets 10/11/2021 3:39 PM File folder
| ) reports 10/7/2021 3:04 PM File folder
[ | sa 10/7/2021 3:01 PM File folder
i (x86)
) seeding 10/11/2021 1:05 PM File folder
_ temp 10/11/2021 2:45 PM File folder
D JEM.sqlite 10/11/2021 3:36 PM SQLITE File
README.txt 5/1/2016 2:22 PM Text Document
i 12/31/2018 2:19 PM TSS File
10/11/2021 2:45 PM SDF File
10/7/2021 3:01 PM BACKUP File

If you specified a database, make a backup of that database.

2. InlISManager, stop the application pool for each replicated instance.

The default TDS app poolis TDSAppPool.

3. Install the latest applications (run allinstallers) on one of the replicated servers.
a. Repeat this steps for each of the replicated servers.

b. Testeach server independently and then test access through the load balancer (once all servers have been
brought back online).

To uninstall the application

1. Navigate to Programs and select Uninstall for TDS.

13
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. TDS 131 MB
- 12/23/2020
4.0.0

Modify Uninstall

2. Click Uninstall on the confirmation popup.

BEE S R LR

This app and its related info will be

TD5 uninstalled.

400 ~ Uninstall

3. The TDS Setup Wizard willopen. Click Next.
ji& TDS Setup

Welcome to the TDS Setup
Wizard

The Setup Wizard will allow you to change the way TDS
features are installed on your computer or even to remove
TDS from your computer, Click ™ext”™ to continue ar
"Cancel” to exit the Setup Wizard.

14
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4. Select Remove from the list of options then click Next.
“% TD5 Setup
Modify, Repair or Remove installation R‘Zi?‘: G
Select the operation you wish to perfarm.

Modify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove
Removes TDS from your computer,

Rizing Geospatial

5. Select the items you wish to remove, then click Remove.
jie TDS Setup »
Remove TDS RIZIN G

You have chosen to remove the program from your computer,

Click "Remowve” to remove TDS from your computer. If you want to review or change
any of your installation settings, dick "Back”™. Click "Cancel” to exit the wizard,

[ ]uninstall all Rizing Geospatial's products (in addition to this one)
[ ]Perform complete uninstall (thiz action will delete the install location folder)

Rizing Geospatial

I < Back || Remove | | Cancel

15
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To uninstall all Rizing Geospatial products, select Uninstall all Rizing Geospatial's products (in addition to
this one).

To automatically remove the TDS folder (including any data or files/folders contained therein) after uninstalling,
select Perform complete uninstall (this action will delete the location folder)

6. Click Finish to complete the uninstall.

Completing the TDS Setup
Wizard

Click the "Finish" button to exit the Setup Wizard.

The application installer will automatically make a copy of the application's web.config and configuration database
(ifitis using SQL Server Compact) before performing the upgrade. If you are not running a standard configuration,
backup your files manually.

Google Maps and Bing Maps API Disclaimer

Google Maps: All Google Maps JavaScript AP| applications are subject to the limitations of Google's Terms of Service. Therefore to
use any imbedded Google Map tools within the applications, you will need to adhere to Google's Terms of Service - this typically
means you need to purchase an enterprise license. To learn more please visit Google Maps' Get a Key/Authentication page.

Bing Maps: Using the Bing Maps API in authentication restricted applications may require the purchase of the Bing Maps API
License. Please refer to their Bing Maps API licensing options for more information.

16
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Apps Dashboard

The Apps Dashboard is found on the main screen of App Manager and provides quick access to all your installed applications and
application profiles.

upp Manager- EEApps & Administration @ Downloads @ Help ~ Welcome Catrinal

== Application Manager

Welcome to the Transportation Data Server application manager.

Y| # RUN CONFIGURATION WIZARD »

-

222 AppS 9 Available

QRoad Analyzer QSeyment Analyzer Q{alidation Assistant

Road Analyzer™ is Rizing's indusiry leading Segment Analyzer™ provides the ability to Analyze and resolve data discrepancies
straightline diagramming product, to help combine road characteristic data that has with Rizing's Validation Assistant™. VA

you visualize and interact with your LRS been modeled in un-segmented relational provides cross-app integrations to resolve
data. tables into segmented tables based on a your data issues using standard business

Usage

1. Hover over the application you wish to launch.

@egment Analyzer

Segment Analyzer™ provides the ability to
combine road characteristic data that has

been modeled in un-segmented relational

tables into segmented tables based on a

variety of methods.

17
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2. Selectthe application profile from the list of available profiles and click the link to launch that profile.

SA Profiles

= # Pavement Group

» # Traffic Group

Tip: If you do not see an application or application profile you expect to see in the Apps Dashboard, contact your site
administrator. If you are an administrator, you can also Run the Configuration Wizard if you are installing apps for the
first time or create a new Application Profile.

18
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Configuration Wizard

The Configuration Wizard is the quickest way to get up and running with our web applications in your environment.

@‘pp Manager 25 Apps  BF Administration @ Help ~ Weloome Jodie!

== Application Manager

Welcome to the Transportation Data Server application manager.

| # RUN CONFIGURATION WIZARD » &5 B85

1 - L] »

- -
WP g

Usage

The get started, simply clickthe RUN CONFIGURATION WIZARD button on App Manager's main screen and follow the instruc-
tions on screen to complete each of the following steps:

1. Import Your Seed Data

If we provided you a seed data file, drag and drop the file into the dashed import box.

£ Application Setup Wizard

|

™ Import Your Seed Data

If you were provided with a seed data file (.tss), then drag and drop it into the box or click the box to import it. This file will have

a file extension of ".tss". This file is not necessary, but if you were provided one it will save you the steps of entering some initial

Drop "tss" files here or click to B L
o configurations manually. | don't have a ".tss" file

select a file
SKIP THIS STEP ¥
[ ]
SEED DATA STORAGE LICENSE ADMIN ROLES DATA SOURCES PROFILES

The seed data file is a json file that contains details for any application configurations that we have pre-configured

for you.

Click SKIP THIS STEP if you do not have a seed data file.
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2. Configuration Database

Click Use the Default if you wish to use the default database. By default App Manager will store your configurations in a localfile
database (.sdf file) on the server.

If you'd like a specify the database used, click Specify a Database and enter your database details into the provided form.

Where would you like to store your configuration? () use the default

@ Specify a database

Database Type: SQL Server i}

Connection Strin
Connection String: ?

<2 TEST COMNECTION

€ BACK M NEXT STEP &

You can test that your database connection is successful by clicking TEST CONNECTION.

3. Import Your License

Drag and drop the ".LIC" file we provided to you into the dashed import box to add your software license information. Once added,
you'llbe able to see your license ID, license type, who it's registered to, when it expires as well as all the products and features
included in your license.

20
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1 1m port Your License

License ID:  f3d10350-4bb6-4829-b594-9bdcat140e28
Type: Standard

Drop "lic" files h lick t
fe il s s e e Registered To:  Rusty Green (rgreen(@tssgis.com)

select a file Expires:  Never

Features: " App Manager
+ Security
+ License Server
+ Data Sources
+ Jobs
+ LRS
+" Road Analyzer
+ Segment Analyzer
+ Validation Assistant
" HPMS Assistant
+" Report Engine
+ Video Log
+ File Access

€ BACK SKIP THIS STEP =

4. Administrator Account

This step asks you to set up the main admin user for App Manager. This account is the backup account and has complete admin-
istrator privileges to this application. To add, simply provide a User Name, First Name, Last Name, Email, and Password in the
provided fields and click "Register."



("App Manager"

1 Administrator Account createa system admin account o

Create a built in admin account. This account will be the backup account that will have complete administrator privileges to this application. You can configure other
user/roles and assign privileges in the next step. You'll want to make this a good password.

User Name: siteadmin

First Name: Admin
Last Name: User
Email: Example: jsmith@example.com

Password: Enter a password

Confirm Password: Confirm password

+JREGISTER

5. Define Roles

Roles provide a method in which to group application privileges by App Manager allows you to pre-set roles for a standard users
group and an admin group across all your applications. Use the form to create a standard user group and an admin group role name.

28 Define Roles

O Define Your Roles! Roles provide a method in which to group application privileges by. All functionality throughout the app have their own distinct privilege, and these
privileges can be assigned to any number of roles in order to grant access to individuals within those roles. To help with the assigning of privileges to roles, you can define

role names that represent the typical breakdown of privilege grouping, and the application will automatically assign newly installed privileges accordingly.
© Note: If you are, or will be using, active directory roles then you must prefix your role/group names with the domain name. For example: MY_DOMAIN\Admins

© Note: Leave rale names blank to prevent the application from automatically assigning privileges.

Standard Users Group Role Name: Standard Users

The role name that represents a "standard" authenticated user.

Admin Group Role Name: Admin Users

The role name that represents a grouping of "administrators”.

€BACK SAVE AND CONTINUE =

If you are, or will be using, active directory roles then you must prefix your role/group names with the domain name.

For example: MY_DOMAIN\Admins. Also, leave role names blank to prevent the application from automatically assigning
privileges.

6. Enter Your Data Sources

Data sources provide access to your data from all your applications and tools. See the Data Sources topic for step-by-step instruc-
tions on how to add a data source.

22
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Q | © Refresh © Add New
‘ Status ¥ Name ~  Provider ~  Description ~  Actions W =
| Tss 17181 -
| Demo Data Set SQL Server Generic TSS Demo Transcactional DB I I I
| Nema Nata Set Outnut Warksnace 801 Server Generic TSS Dema Outnut Warksnace DR | | I

7. Setup Application Profiles

Application profiles provide the ability to create multiple configurations for the same application. See the Application Profiles topic for
step-by-step instructions on how to add and manage profiles.

Q | & Refresh © Add New

‘Applicalion -y ~  Profile ID ~5 ~  Name ~  Description ~  Actions™

|HPMSA99|S"tanl CW16 Testing L =

Bb

|HPMSAssis‘tanl tss Tss a7

23
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Downloads

The Downloads feature is accessible from the top menu and allows you to download available supporting software and application
files provided by Rizing Geospatial. The available downloads listed is dependent on the applications you have installed.

@pp Manager o B8 Apps  %F Administration ] ® Downloads € Help ~ Welcome Jodie!

® Available Downloads

© Need help? See the User Guide for more details.

Q. | ¥ Filter | & Refresh

| Product « ~  File Name ~  Creation Date ~  Description ~  Download ~  Actions e =
Road Analyzer SLD Print.mrt 12/28/17 10:56 AM RE template for SLD print.. @ Help | - Actions
Road Analyzer event-editor-widget.zip 12/29/17 09:54 AM RA widget for Event Edito... © Help |

Usage

Download Supporting Software or an Application File

1. Clickthe Download button for the item you wish to download.

oHeIp | = Actions

Road Analyzer SLD Print.mrt 12/28/17 10:56 AM RE template for SLD print... | [EGILILY
Road Analyzer event-editor-widget.zip 12/29/17 09:54 AM RA widget for Event Edito... @ Help |
2. Thefile willthen download to your computers downloads folder.
Seed a File
If the file is typically "seeded" in App Manager or an application, it willhave an Actions option listed next to it.
1. Clickthe Actions dropdown.
2. Confirm the option to seed the file listed in the dropdown.
—
Jescription ~  Download ~  Actions ~ =
UE template for SLD print... . DOWNLOAD O Help | ~ Actions |
A widget for Event Edito... 3. DOWNLOAD @ Help | Seed the COTS report template into RE (overwrite existing)

For fullinstructions on how to download and publish the SD files available here, please see the

topic.

24
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I'm a new user and want to learn the basics of Application Manager

Sound like you? You've landed in the right place. You're new to App Manager and want to learn the key components. Delve into the
information below and you'llbe an experienced user in no time!

Application Resources - various topics covering global application features and settings

Overview of User Roles and User Access

Administration Console

The Administration Console provides access to all configuration settings available in App Manager.
Security - configure your authentication mechanism, security settings, roles, privileges, and assign users to roles
Databases- configure where to save your data, add database connections, and import seed data
Support- view server logs and execute web service calls
Settings- configure your general server, file path settings, and many more
Applications - create and manage application profiles

Actions - options that affect the entire application

25
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Application Resources

The following topics cover various application features and functionality that are utilized across our applications.
Output Table Tokens - use tokens in output tables names to dynamically name output tables using a variety of tokens

Geodatabase Versioning Workflows - overview of how geodatabase versions are managed in workflows utilizing both trans-
actional data, mash up tables and views across multiple applications

26
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Application Tokens

Several of our applications already support the use of tokens to dynamically name output tables and the rest of our applications will
support this feature in the near future. The tokens are used to construct the table name in the application's user interface and then
server-side code is used to rename the table once it is output.

== New Validation | Mode: Basic ~

Data Source Deme Data Set A Validation Name Demo Validation
Table DEMO.BASE_THICKNESS - Qutput Table Name MY_DEMO_TABL {UserName}
Route ID Column ROUTEID Vvalidation Script (WhereClause) Y Query Builder

From Measure Column FROM_MEASURE -
To Measure Column TO_MEASURE -

Fields BASE_THICKNESS ¢ |

Usage

To use, simply include the token in the table name.
Available tokens:

The following tokens can be used in a table name as part of a string or by themselves:

{Username} - The authenticated username

Since special characterslike ! “” SPACE#$ % & ‘() *+,—./:;<=>?2@[]" {|}~cannot be partof a

table name, if your username includes any of them this token can not be used.

{UserFirstName} - The authenticated user's first name
{UserLastName} - The authenticated user's last name
{AuthType} - The type of authentication used for the authenticated user

{Unique} - Willinsert a unique string (it willbe a new GUID)

The following tokens can be used in a table name as the suffix of a string:
{Timestamp} - Willinsert an EPOCH timestamp (current time)

{Date} - Willinsert the current date

Token manipulation:

You can add ":upper" or ":lower" to force the token value to be upper case or lower case.

27
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{Username:lower} - willlower case the username value

{Username:upper} - willupper case the username value

Example:

MY_TABLE_{UserName}becomes MY_TABLE_rgreen
MY_TABLE_{UserName:upper}becomes MY_TABLE_RGREEN
MY_TABLE_{UserName:lower}becomes MY_TABLE_rgreen

{UserName}_{Unique} becomesrgreen_F10F88CD-AF38-4AD5-A290-3CA3E3BAFBF8

28
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Overview of User Roles and User Access

Allfeatures, actions, and service calls, are tied to a specific permission or privilege in the application. Privileges can be granted or
denied to any role, and users can only access functions assigned to their role. Rather than assigning application privileges to each
user, roles are created and assigned privileges to ensure the appropriate level of security. Users are then assigned to the role appro-
priate for their job function.

Anonymous Access

If arole with the name "Anonymous Access" exists, then any privilege assigned to that role will be accessible by anyone (no authen-
tication necessary). This "Guest Access" should typically be configured to restrict access to any configuration components, and only
grant access to "view-only" operations.

Authenticated Users

If you have credentials for the application you can enter them in the User Sign In area. Once you have successfully signed in, any fea-
tures available to you (depending on your user role(s) willbe made available/visible. See the Roles, Role Privileges, and User Roles
sections for information on configuring authenticated user roles.

If you do not see functionality that you expect to see, please contact the site's administrator and request to have the

particular functionality made available to you.

Register New User
User Sign In

Reset Password

29



("App Manager"

Register New User

The New User dialog provides the ability to add a new user to gain access to basic functionality in the application, as well as per-
sonalized/customized layout and settings. Administrators, or others with the privilege, can also register a new user in User Roles.

Heads Up! If Windows authentication or Security Token Service (STS) is the chosen security setting and you are part of an
Active Directory or other STS you will not need to register as a new user. When you are already signed in on an Active Dir-
ectory or STS network, App Manager will pick up your credentials and automatically sign you in.

F Register I

B Reset Password

Usage

Toregister asanew user:

User Name:

First Name:

Last Name:

Email:

Password:

Confirm Password:

L Register o
Example: jsmith
Example: John
Example: Smith
Example: jsmith{@example.com
Enter a password

Confirm password

+JREGISTER
¥ CANCEL

1. Clickthe down arrow beside the Sign In box.

2. Click Register from the dropdown menu.

30
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3. FillinUser Name, First Name, Last Name, Email, Password, and Confirm Password.

Tip: Make note of your User Name and Password for future use.

4. Click Register.

31
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User Sign In

The "User Sign In" tool provides the ability to enter your user credentials and gain access to additional functionality in the application,
as well as personalized/customized layout and settings.

Signing In

Tosignin:

Locate the login input boxes in the upper right corner of the app.
Enter your username in the User Name input box.
Enter your password in the Password input box.

Click Sign in to authenticate.

ok N~

Wait for confirmation that you were successfully signed in.

If you log into the app and do not log out before closing the browser session, the app willremember you and keep

you logged in the next time the app is started. You must log out of the application if you do not want the application to
remember your login across sessions.

Signing Out

To sign out:

Welcome Admin! [l FXes I TR

b=

© Account Info

| =+ Sign Out I

1. Locate the login input boxes in the upper right corner of the app.
2. Clickthe Account drop-down button.

3. Click Sign Out.
4

Wait for confirmation that you were successfully signed out.

Account Info

Once you are signed in, you can view/edit your user information by:
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Welcome Admin! 8 FXeo 11 B

© Account Info

G+ Sign Out

1. Clickthe Account drop-down button.

2. Selectthe tab you want to view.

© Account Information o
A My Info # My Roles = My Privileges
Search I
Privilege Description ID
' Query Apps Grants the ability to query and view application definitions (apps)
+ Get App Grants the ability to retrieve a single application definition
" Query App Profiles Grants the ability to query and view application profiles
" Get App Profile Grants the ability to retrieve a single application profile
" Create App Profile Grants the ability to create application profiles
+ Update App Profile Grants the ability to update application profiles

Optionsinclude:

My Info - basic account info including: User Name, First Name, Last Name and Email
My Roles - lists of all Roles you are in and their description
My Privileges - view all privileges (features) that you have access to in the application

3. Click Close to close the Account Information dialog.
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Reset Password

The Reset Password dialog provides the ability to reset a user's password if forgotten or lost.

Heads Up! If Windows authentication is the chosen security setting and you are part of an Active Directory you will need to
contact your Active Directory administrator to change your password.

SIGNIN -

¥ Register

Iﬂ Reset Password

Usage

You can reset your password by:

& Forgot Password e

User Name or Email Enter you user name or email address

+ SUBMIT

Click the down arrow beside the Sign In box.

Click Reset Password from the dropdown menu.
Fillin your User Name or the Email you registered with.
Click Submit.

Go to the email you registered with and open the message.

@ a0 b=

Follow the instructions in the email to complete resetting your password.
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Security

Authentication - learn about the available authentication mechanism options

Configure Portal for ArcGIS - configure TDS to consume Portal for ArcGIS content

Workflows for setting up the following authentication options:

No Security

Built In Security

Windows Security

Security Token Service

IdentityServer
Roles - create roles to assign application privileges
Role Privileges - assign application privileges to defined roles
App Restrictions - assign restrictions to applications to defined roles
Profile Restrictions - assign restrictions to profiles to defined roles
Templates - manage templates and define sharing privileges
Usersand User Roles - assign your configured users to roles
Map User Claims - map custom user claims
Security Settings - set up error handling, user access and roles, etc.

Access Tokens - manage privilege authorization via access tokens
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Authenfication

User authentication (the determining who you are) and authorization (determining what you have access to) for all your Rizing Geo-
spatial applications is selected in App Manager's Authentication feature.

Authentication

Who are you? Rizing
Geospatial

Applications

What do you have
access to?

Authorization

Configure Portal for ArcGIS

Optionsinclude:

No Security

This option will disable any security checks and leave all functionality open to anyone who has access to the application and services.
This option should only be used during testing or on a secure network.

To implement this option, follow the steps found here: No Security.

Built In Security

This option will use the application's security mechanism and all users, roles, and privileges will be stored internally. Application fea-
tures are shown/hidden based on user privileges and services are secured through token-based authentication based on registered
users and defined roles; all of which can be managed through the application interface.

To implement this option, follow the steps found here: Built In Security.

Windows Security

This option willauthenticate users and roles based on Integrated Windows Authentication. This option requires that the application
server (11S) ison the same domain and has read access to the domain's Role/Group store. The users and roles that drive this security
policy can be read from Active Directory or configured using the application server's user/groups functionality. Application privileges
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are still stored using the applications built in security mechanism, but the users and roles are stored and checked using windows
authentication - privileges are simply mapped to windows roles/groups.

To implement this option, follow the steps found here: Windows Security.

Security Token Service (STS)

This option willauthenticate users and verify roles based on the configured Security Token Service (STS) metadata. An STSis the
service component that builds, signs, and issues security tokens according to the WS-Trust and WS-Federation protocols. A Security
Token Service can be a cloud STS such asa LivelDSTS, a pre-built STS such as Active Directory Federation Services (ADFS) or a
custom STS. On authentication, STS should return identity information such as name, e-mail address and roles as claims.

To implement this option, follow the steps found here: Security Token Service.

IdentityServer

This option will authenticate users and roles against IdentityServer3. IdentityServer is a framework and a hostable component that
allows implementing single sign-on and access control for modern web applications and APIs using protocols like OpenID Connect
and OAuth2. It supports a wide range of clients like mobile, web, SPAs and desktop applications and is extensible to allow integration
in new and existing architectures. You can learn more about this option here: IdentityServer Documentation.

To implement this option, follow the steps found here: IdentityServer.

More details and information regarding security can be found in the
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Configure Portal for ArcGIS

The Rizing web applications can be configured to allow its’ applications to consume map service data from a secured map server fed-
erated with an ArcGIS Portal.

Configuration

To allow the applications to consume data from a secured map service which is federated with Portal for ArcGIS, the following steps
must be taken:

Setup Application within Portal
1. Signinto your Portal for ArcGIS instance.
2. GotoContent.
3. ClickAdd Item>An Application.

Home Gallery Map Scene Groups Drganization

My Content My Favorites My Groups My Organization Living Atlas

+ Add ltem v Create v Q, Search rgreen@tss.tssgis.com

Fr y ter : :
rem my computer i 1-5of 5inrgreen@tss.tssgis.com
aw

From the web

|| Title

An application

All My Content

A rgreen@tss.tssgis.com

v Categories

MNo Categories Yet
Categories allow members to organize
itemns consistently and provide a simple

way to browse content in the organization.

Set up organization categories

4. Select Application.
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5. EnteraTitle.
1. Suggestions:

1. DEV Environment TDS Portal App
2. STGEnvironment TDS Portal App
3. PRD Environment TDS Portal App
4. etc

6. Enter Tags.

7. Click Add Item.

Add an application

Add an item from your computer or reference an item on the Web.

Type:

O Web Mapping O Mobile O Desktop @ Application
O Application Extension (Operations Dashboard)

(O Application Extension (AppBuilder)

Title:

DEV Environment TDS Portal App

Tags:

8. Onthe newly created Application page, click the Settings tab.

Cancel

Home Gallery Map Scene Groups Content Organization

DEV Environment TDS Portal App

Overview [ETtadlale]

General Application
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9. Under the Application panel, enter the URL the to Application Manager site.

This will allow users to quickly launch App Manager from within your Portal for ArcGIS site.

10. Clickthe Update button.

Application

Data Source

URL ‘ https://tsstools.com/tds ‘

App Registration | Updats

Registered Info

] Unregister App ‘

11. Enterinaredirect URL that will point back to the following URL:
YOUR_TDS_URL/apps

( )
Example:
1. https://YOUR_TDS_URL/apps

This URL must match the exact URL that will be used to access TDS.

Itis recommended to add both http and https protocols.

2. http://YOUR_TDS_URL/apps
https://YOUR_TDS_URL/apps

Itis recommended to add both the external domain (if applicable) as well as the
PC name of the TDS server (or whatever URLs will be used to access the TDS site), to
cover both internal and external access (if applicable).

3. https:///YOUR_TDS_URL/apps
http://YOUR_TDS_URL/apps

Ensure that you click “Add” to add the Redirect URI to the list

- J

12. Click Update to accept the added Redirect URlIs.
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13. Make note of the App ID value. You will need it to enable Portal for ArcGIS authentication for your data source in App Man-
ager.

App Registration

App D:
UFAKdGJ8xjwLDtkp

Configure Portal Settings in App Manager
1. Load App Manager (TDS) application and log in with an Administrator account.
2. Gotothe Administration page (button is accessible from the top navigation bar).

3. Clickthe Application Settings link under the Applications group heading.
QA\.pp Managerv 52 Apps || ¥ Administration | ® Downloads ~ @Help ~ Welcome Catrinal

Change scheduling service settings

Databases @

= Configuration Store Applications e
Pick where to save your configuration data. % Installed Applications

Manage installed applications.
& Data Sources

Setup database connections to connect applications to data. & Application Profiles
Manage application profiles

® LRS Metadata
Configure data source’s LRS metadata and layer details ) = Application Settings

Manage application settings.

-

Import Seed Data
Import "seed” data to the cenfiguration database using a seed file #& Integrations
Add and customize application integrations.

Export Seed Data
Export configuration store data to a "seed" file Actionse

Supporte ®» Force all users to re-authenticate
Forces all users to re-sign in, their next visit. Currently all users that have not signed

& ServerLogs in after Feb 12, 2020 will be forced to re-authenticate

View, and manage, logs generated by the server.
2 Restart application

& Web Service Tool Shutdown and restart the server application

Execute web service calls using application security.
@ Refresh Privileges

Seed any missing privileges and update privilege details (names, descriptions, etc)

4. Enteran ArcGIS Server Geometry Service URL thatis hosted on the secured map service (federated with Portal for
ArcGIS).

ArcGIS Server Geometry Service URL:

The URL to ArcGIS Server's Geometery service (for doing things like projections, buffering, etc). This

service is typically found in the "Utilities" folder on ArcGIS Server.

Enter an ArcGIS for Portal URL.
Enter a Portal App ID whichisthe App ID value noted in the previous step above.

ArcGIS for Portal URL:

The ArcGIS Server URL used to authenticate applications.
ArcGIS for Portal App ID:
The App ID for the TDS application setup in ArcGIS Portal.

7. Clickthe Save button (located in the bottom right corner of the page).

Portalis now configured within TDS, however an application will only try to authenticate with Portal for ArcGIS when a data
source is marked as “Service requires ArcGIS for Portal authorization”. See below to enable that setting.

Enable Portal for ArcGIS Authentication for a Data Source
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1. Navigate to the Administration page within TDS’s App Manager.

2. Selectthe Data Sources link under the Databases group heading.

Databases o

2 Configuration Store

Pick where to save your configuration data.

B [gta Sources

Setup database connections to connect applications to data.

@ LRS Metadata

Configure data source’'s LRS metadata and layer details.

Edit (or create) the data source that is configured to use a secure map service (federated with Portal for ArcGIS).
Ensure that the Associated Service URL is configured to point directly to the secure map service.

Checkthe Service requires ArcGIS for Portal authorization check box option.

Associated Service URL: /fyour-service/arcgis/rest/service/some/MapServer # Test URL

Bervice requires ArcGIS for Portal authorization

Click Save.
7. Anyapplication that uses this data source will now initiate the sign in process with Portal (when applicable).

Test Portal for ArcGIS Authentication for an Application

1. Load an application profile that is using a data source that is marked as Service requires ArcGIS for Portal author-
ization.

2. Ensure that the application prompts the user to authenticate with Portal for ArcGIS (as described in the “Functionality Over-
view” section above).

Diagnose Portal for ArcGIS Authentication Issues

If an issue occurs during portal authentication, review the message that will be displayed in the Portal popup window or review the
application logs (found under Help > Logs). The following is a list of common misconfiguration and diagnostic steps:
Redirect page stuck on ArcGIS Page with message of “Invalid redirect_uri”

Issue: This message means that the redirect URL configured within Portal for ArcGIS is not the same URL that the
user is accessing the site from.

ArcGIS Portal Directory | Home

Error

Invalid redirect_uri

Error: 400
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Solution: Compare the base of the URL from the browser of the application with the URL that was configured with
Portal for ArcGIS. Update the “Redirect URI” to include a valid URL.

Tip: You can copy the URL of the popup window and run the URL through any HTML/URL decoder

to see what the exact redirect URL is being passed to Portal (it will be present as a query parameter
named “redirect_uri”.

Workflow

After App Manager has been properly configured, you will do the following steps when accessing an application that consumes this
data.

1. You launch an application from App Manager that has a data source which is pointing to a secure Map Server that is fed-
erated with Portal for ArcGIS.

2. The application opens to a dialog asking you to Sign in to Portal.

Itis necessary to confirm this action in order to prevent the browser popup blocker from blocking the next
step.

Click SIGN IN.

A popup window will open with the Portal for ArcGIS authentication method (the exact method varies based on your Portal
configuration).

Sign In - Goo

TDS wants to access your ArcGIS Enterprise account information

Sign in to ArcGIS Enterprise with @esr’r
Enterprise login ~
ArcGIS login >

5ign in to Portal

You must sign into ArcGIS for Portal to continue

SIGN IN =D

5. After you are authenticated within Portal for ArcGIS, the popup window and dialog will close and the application will continue
loading as normal.

Tip: The token willautomatically be refreshed behind the scenes with Portal for as long as it can. However,
once the token can no longer be refreshed you will be required to repeat steps 2 through 4 to obtain a new
access token.
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No Security

This mechanism can be enabled by removing any previously configured security configurations and setting the “appSettings” key

“BypassSecurity” to “True”.

Steps to use No Security for Authentication:

1. Checkthe No Security option.
2. Click Save.
3. Click Change to confirm your changes..
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Built In Security

Steps to use Built In Security for Authentication:

1.

S

Add any Roles needed.

Assign Privileges to those roles.
Add any Users needed.

Assign your userstoarole.

Adjust the following Security Settings as desired:

System Administrator "Username" - this sets the username of the System Administrator for TDS. If you used the
Configuration Wizard, this will already be filled in with the 'siteadmin’ user you registered. If you did not, you will need
to enter the username of your System Administrator here.

Anonymous Access Role Name - this will set the role any anonymous users will receive when accessing any of your
Rizing Geospatial web applications.

Auto-managed Role Privileges - if this is checked App Manager will automatically assign role privileges based on Riz-
ing Geospatial's suggested privilege levels and the defined roles you select below that setting.

Admin and Standard User's Group Roles - if you checked Auto-managed role privileges, here you can select the
Role that represents the "administrators" group and the "standard user's" group. When you install any new applic-
ations, these groups willautomatically be assigned the privileges set for the selected roles.

New User's Default Role - if you checked the Auto-managed Role Privileges option, here you can select the Role
that will be assigned to all new users.

6. On the Authentication page, check Built In Security, click Save and then click Change to confirm your changes.

After changing the authentication method, you will need to refresh the application. If you were not signed in with a

built-in account, your access will be limited or blocked. You can sign in by entering your username and password then click-
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Windows Security

Steps to use Windows Security for Authentication:
1. Add Roles to mimic your Active Directoryroles.

Heads Up! These new rolesin App Manager must have the exact name of the Active Directory role/group, so that
you will be able to assign application privileges to thatrole.

Assign Privileges to those roles.
Enable Windows Authentication within Internet Information Services (1IS).

If any of your Data Sources will be authenticating with ArcGIS Portal, you will need to configure Portal for ArcGIS.

o bk DN

Adjust the following Security Settings as desired:

Anonymous Access Role Name - this will set the role any anonymous users will receive when accessing any of your
Rizing Geospatial web applications.

Auto-managed Role Privileges - if this is checked App Manager will automatically assign role privileges based on Riz-
ing Geospatial's suggested privilege levels and the defined roles you select below that setting.

Admin and Standard User's Group Roles - if you checked Auto-managed role privileges, here you can select the
Role that represents the "administrators” group and the "standard user's" group. When you install any new applic-
ations, these groups will automatically be assigned the privileges set for the selected roles.

New User's Default Role - if you checked the Auto-managed Role Privileges option, here you can select the
Role that will be assigned to all new users.

6. On the Authentication page, check Windows Security, click Save and then click Change to confirm your changes.
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Security Token Service

This topic provides the steps for configuring TDS to use the Security Token Service (STS) authentication mechanism. This authen-
tication mechanism is typically used for protocols such as ADFS, Azure AD, WS-Trust, SAML, etc. Below are general configuration
steps. If you want specific configuration steps to use Azure AD as your STS, please see the Configure TDS with Azure AD topic.

Configuration Steps

Backup existing TDS & data

You willwant to back up the TDS application state so that it can be restored to this point in case the authentication mechanism change
does not complete as intended. You can skip this step if you are not applying this change to an already configured/established TDS
environment.

If you are making these changes to an existing TDS instance:

1. Completely backup your existing TDS and TDS configuration store before making any changes.

You could stand up a new instance for this purpose, if that is easier for your scenario.

Ensure Integrated Windows Authentication is disabled

The followings steps remove the Integrated Windows Authentication configuration from TDS in preparation for the switch toan STS
authentication mechanism. You can skip this section if you are not making these changes to an existing TDS instance that already has
Windows Authentication setup.

If you are making these changes to an existing TDS instance and it is currently using Windows Authentication:

2. Goto App Manager > Administration > Authentication.
3. Change the Authentication Mechanism to No Security.
4. Click Save and then click Change to confirm your changes.

It may take a few moments for the application to save. Wait for it to complete.

5. Disable Windows Authentication from the TDS application within IIS.
a. SetAnonymous Authentication to Enabled.
b. SetWindows Authentication to Disabled.

Ensure App Manager loads properly.

At this point there is no security/authentication being applied to TDS.

Setup Administrator role in preparation for switch to STS

@

The following steps will set up a non-externally managed role for global site administrators. This role will be used to place the initial
STS authenticated user in, so that after the initial switch to the STS authentication mechanism, the user will be able to continue admin-
istering App Manager. If arole like this already exists, skip to step 12 to ensure the role has all the needed privileges.

7. Goto App Manager > Administration > Roles.

8. Create a non-externally managed role for global site administrators.
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9. Donotcheckthels role externally managed checkbox for the role.

Add application roles (to group privileges)

Role name:

Copy privileges from:

Is role externally managed?

Role description

10. Click Save.

Administration

The name of the application role to create. This can be a completely new, arbitrary role
name, or it can mirror the name of an external role (such as an Active Directory group).
Note, when using an Active Directory group name, prefix the role name with domain and
a backslash. Example: MY_DOMAIN\Admin Users

— Select a Role - -

Check this option if this role name is mirroring an external role (such as an Active
Directory group). Checking this option will prevent assigning users to this role within this
application (instead the users must be assigned roles within the external system). Note,
this is dependent on your selected Authentication Profile.

Globalladministrator role

11.  Go to App Manager > Administration > Role Privileges.

12. Selectthe Administrator, or equivalent, role.

13. Ensurethatthe role has all privileges with a suggested type of Super Admin and below assigned to it.

There are a few privileges that do not fall into this category.

Your exact number or privileges will depend on what applications you have installed.

Setup security configuration in preparation for switch to STS

The following steps will configure App Manager to automatically add the first user provisioned through the new STS authentication
mechanism to the Administrator role. This needs to be done to prevent being locked out of the application after making the initial

switch to STS authentication.

14. Go to App Manager > Administration > Security Settings.

15. Findthe New users’s default role setting and select the role that represents “Administrators” (from the previous section).

Tip: This willensure that the first time you load the application after changing the authentication mechanism

you will be registered as an administrator with full permissions.

16. Find the Enable just-in-time user provisioning setting and checkit.

17. Click Save.

Change the authentication mechanisms to STS

The following steps will change the authentication mechanism to STS security.



("App Manager"

18. Goto App Manager > Administration > Authentication.

19. CheckSecurity Token Service, then enter in the following information:

STS Metadata Location: ex: https://app.your-company.com/federationmetadata/2007-06/federationmetadata.xm
Realm: ex: https://app.your-company.com/app
Audience URL: ex: https://app.your-company.com/app
WHR: ex: https://app.your-company.com/app

Add Protocol Message Parameters (optional)

Name: | ex: ApplicationiC Value: | ex: MyApp

Add Redirect Response Cookies (optional)

Cookie Key: ~ "» jtionIC Cookie Value: ~: 10y a00

STS Metadata Location - where the service is located

Example: For Azure AD: https://login.microsoftonline.com/YOUR_TENANT_ID/fed-
erationmetadata/2007-06/federationmetadata.xmi

Realm - the website of your Rizing Geospatial applications

[ Example: https://demo.rizing.com

Audience URL - where the STS will reply to after it authenticates the user

Optional: Protocol message Name and Value parameters, then click Add (the plusicon)

Toremove a Protocol Message Parameter, click the remove param button (xicon).

Optional: To have TDS set a cookie directly before the user gets redirected to the Identity Provider, enter the
Cookie Key and Cookie Value, then click Add (the plus symbol)

To remove a Redirect Response Cookie, click the remove cookie button (xicon).

20. Click Save and then click Change to confirm your changes.

It may take a few moments for the application to save. Wait for it to complete.

21. Load App Manager in a new browser window.
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22. The application should redirect you to your IDP’s sign in and then redirect you back to App Manager with you signed in.

Tip: You should see your name in the upper right corner.

Remove the temporary “New user’s default role” setting

Now that you can successfully access the application as an administrator, this step will walk you through changing the “New user’s
default role” setting back to the desired role.

23. Go to App Manager > Administration > Security Settings.
24. Findthe New user’s default role setting and select the desired Role from the dropdown.

Tip: Thisis the role that any new users who authenticate through your IDP will be automatically assigned to. It
is typically set to a restricted user type of role, such as Standard Users.

If you do not wish to have any new users automatically assigned to a role, then select Prevent automatic

role assignment (for new users).

25. Testthe application and make any additional configurations for your specific needs.

You can view users who have accessed the site and adjust their role assignment from the
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Configure TDS with Azure AD

This topic provides the steps for configuring TDS to use Azure AD as the STS (Security Token Service) authentication mechanism.

Configuration Steps

Azure Steps

Create App Registration
1. Goto Azure Portal.

2. Click the View button under Manage Azure Active Directory.

Weltome o ATure!
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3. Click App Registrations from the menu panel on the left.
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4. Click New registration.
.
2 Homs » RIANGH

2, RIZINGIO | App registrations  #

Anare Artww Denctory
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5. Fillin application details:
a. Redirect URI must pointto App Manager’s URL

[ Example: https://test.rizing.com/tds ]

Register an application
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6. ClickRegister.

Set Application ID

1. Gotothe Expose an APl section in the side menu.
2. Clickthe Set link next to the Application ID URI.

m £ search resources, senaces, and docs (G+/)

Home > TOS With Azure AD

& TDS With Azure AD | Expose an APl # -

| 2 search (Ce @ D Gotfeedback?
B erview - _—
Application 1D URI
i Cpuickstant
A Integration assistant Scopes defined by this AP
Manage Defing custom Loopes to reatnct access o data and functas
AP can request that & uter af sdmin consent 1o ang of moi
B Eranding ) o
4dding a scope here creates only delegated permissions. If
T Authénbeation type. Go to App roles
4 £
| Certificates & secrets + add a scope
n s i i
i1l Token confguration ¢

¥ AP phimissons Mo seopes have been defined

&b Expose an AR

Authorized client applications

Authorizing a client application ndicates that this AP trusis
i Rodes and admanistrators | Bre... this AP,
W namifes

3. Enterthe URL to the TDS application.

Set the App ID URI
Application |D URI
hitp://localhost /tds

BN [ o
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Grant APl Permissions

1. Gotothe APl permissions section in the side menu.
2. Click Grant admin consent for YOUR_ORG.

3. ClickYes.

B Cverview
o Capicikptant

A integraticn ssstant

I The “Admin contmt requined” coksmn thows the delac vilkos for an croanization. However, uier conte can be cuitomized per permistion,
PR T R B A GURRIBNGN, O A (ANIELORE mhant thep 3P vl DR i Lbsm mone

Configured permissions
Apphestion ioe Juthorined b £all A% whan By are grinsed paemagtasnt by vl Baming 51 pirt of B consent peecast The limed con
il ek parrReS oG e SppeCaton resds Ledrn Mo 3Dt permes o #nd Consent

+ aad 2 permissic Grant scmin conent for RIDMGID:
AE J Berrishond aume Type Bicription Admin consent req._
 Wiespsslt Gragh (1)
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This will give User.Read permissions to your users.

Obtain Metadata Document URL

1. Gotothe Overview section in the side menu.

2. ClickEndpoints.

3. Copythe Federation metadata document URL for use in a later step.

Hami

£ Gaearch [Cirieg) L

TDS Configuration Steps

Backup existing TDS & data

@ TDS With Azure AD & -

Endpoints ®
Gy 1o ihpine:
Qiiith 20 sathonzatson endpoent (vl
B ovine [ tpe g micrenshonin. com i —— .. th 2 0 BT M
# Easentish
Quisth 2.0 bakan eradpcink (D)
Crpliy rasma S e — [
ion oleped] 10 - Blae
Lophaat 2 s 0

Dsreciory Mivant] iD Mﬁ l o = !.l!!—‘- r ﬂ‘]




("App Manager"

This step is to back up the TDS application state so that it can be restored to this point in case the authentication mechanism change
does not complete as intended. Skip this step if you are not applying this change to an already configured/established TDS envir-
onment.

If you are making these changes to an existing TDS instance:

1. Completely backup your existing TDS and TDS configuration store before making any changes.

You could stand up a new instance for this purpose, if that is easier for your scenario.

Ensure Integrated Windows Authentication is disabled

The followings steps remove the Integrated Windows Authentication configuration from TDS in preparation for the switch toan STS
authentication mechanism. You can skip this section if you are not making these changes to an existing TDS instance that already has
Windows Authentication setup.

If you are making these changes to an existing TDS instance and it is currently using Windows Authentication:

N

Go to App Manager > Administration > Authentication.

N

Change the Authentication Mechanism to No Security.

3. Click Save and then click Change to confirm your changes.

It may take a few moments for the application to save. Wait for it to complete.

4. Disable Windows Authentication from the TDS application within IIS.
a. SetAnonymous Authentication to Enabled.
b. SetWindows Authentication to Disabled.

Ensure App Manager loads properly.

o

At this point there is no security/authentication being applied to TDS.

Setup Administrator role in preparation for switch to STS

The following steps will set up a non-externally managed role for global site administrators. This role will be used to place the initial
STS authenticated user in, so that after the initial switch to the ST S authentication mechanism, the user will be able to continue admin-
istering App Manager. If arole like this already exists, skip to step 12 to ensure the role has all the needed privileges.

1. Goto App Manager > Administration > Roles.

2. Create a non-externally managed role for global site administrators to have fullaccess to TDS — if one does not exist already
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3. Donotcheckthels role externally managed checkbox for the role.

Add application roles (to group privileges) o

Role name: Administration

The name of the application role to create. This can be a completely new, arbitrary role
name, or it can mirror the name of an external role (such as an Active Directory group).
Note, when using an Active Directory group name, prefix the role name with domain and
a backslash. Example: MY_DOMAIN\Admin Users

Copy privileges from: —Select a Role — -

Is role externally managed?
Check this option if this role name is mirroring an external role (such as an Active
Directory group). Checking this option will prevent assigning users to this role within this
application (instead the users must be assigned roles within the external system). Note,
this is dependent on your selected Authentication Profile.

Role description Globalladministrator role

Click Save.
Go to App Manager > Administration > Role Privileges.

Select the Administrator, or equivalent, role.

N o o »

Ensure that the role has all privileges with a suggested type of Super Admin and below assigned to it.

There are a few privileges that do not fall into this category.
Your exact number or privileges will depend on what applications you have installed.

Setup security configuration in preparation for switch to STS

This step will configure the TDS application to automatically add the first user provisioned through the new STS authentication mech-
anism to the Administrator role. This needs to be done to prevent being locked out of the application after making the initial switch to
STS authentication.

1. Goto App Manager > Administration > Security Settings.

2. Findthe New users’s default role setting and select the role that represents “Administrators” (from the previous section).

Tip: This willensure that the first time you load the application after changing the authentication mechanism
you will be registered as an administrator with full permissions.

3. Findthe Enable just-in-time user provisioning setting and checkit.
4. Click Save.

Change the authentication mechanisms to STS

These steps will change the TDS authentication mechanism to STS security.
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1. Goto App Manager > Administration > Authentication.

2. CheckSecurity Token Service, then enter in the following information:

STS Metadata Location:
Realm:

Audience URL:

WHR:
Add Protocol Message Parameters (optional)
Name: Value: n
Add Redirect Response Cookies (optional)
Cookie Key: Cookie Value: “

STS Metadata Location - the Federation metadata document URL copied from Azure Portalin a previous step.

Example: For Azure AD: https://login.microsoftonline.com/YOUR_TENANT_ID/fed-
erationmetadata/2007-06/federationmetadata.xmi

Realm- the Application ID setin Azure Portal from a previous step

[ Example: https://demo.rizing.com ]

3. Click Save and then click Change to confirm your changes.

It may take a few moments for the application to save. Wait for it to complete.

4. Load App Manager in a new browser window.
The application should redirect you to your IDP’s sign in and then redirect you back to App Manager with you signed in.

Tip: You should see your name in the upper right corner.

Remove the temporary “new user’s default role” setting

Now that you can successfully access the application as an administrator, this step will walk you through changing the “New user’s
default role” setting back to the desired role (usually a “General User” role).

1. Goto App Manager > Administration > Security Settings.
2. Findthe New user’s default role setting and select the desired Role from the dropdown.

Tip: Thisisthe role that any new users who authenticate through your IDP will be automatically assigned to. It
is typically set to a restricted user type of role, such as Standard Users.
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If you do not wish to have any new users automatically assigned to a role, then select Prevent automatic

role assignment (for new users).

Your swap to STS authentication in TDS is completed. Test the application and make additional configurations for your specific
needs.

You can view users who have accessed the site and adjust their role assignment from the
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OpenlD Connect

If you plan to use OpenlID Connect as your authentication method you'll need to start by creating the application in

Auth0 that will be used to authenticate your users. Please see the topicfirstto create
and setup your AuthO application before continuing with the steps below.

Setting Up Application Manager (TDS) to use Auth0/Okta with OpenlD Connect for Authentication For the
First Time:

Before proceeding, you need to ensure that the Admin role is set as the default New user's role.

1.

5.

Open Application Manager and navigate to Administration > Security Settings >Access and Roles and confirm
Admin Users is selected.

Next set up your Roles, Role Privileges and User Claims as preferred. Once those are set up proceed to step 3.
Navigate to Administration > Authentication and select OpenlID Connect.
Enter the Issuer, Client ID, and User Info Client URI noted while setting up the AuthO application.

< > C @ testrizing.dev/tds/apps/app-mgr/#/admin/authentication

|| Rizing . Redmine | | Development || Admin | Projects || Sharepoint || Caltrans 5 OmniSpatial @ Rizing OIDC Logout W Hooking into the O...

(@‘pp Manager_ru B Apps ¥ Administration @ Downloads @ Help ~ w

Authentication Mechanisms

O No Security - Security is disabled and all services are open to everyone
O Built In Security - Users and roles are stored and managed internally in the application
O Windows Security - Authentication is handled through Integrated Windows Authentication
E} O Security Token Service [STS) - Authentication is handled through Security Token Service (STS)

@ OpenlD Connect - Authentication is handled through OpenlD Connect

OpenlD Connect OpenlD Connect is an interoperable authentication protocol based on the QAuth 2.0 family of specifications. Open|D Connect allows for

browser-based JavaScript and native mobile apps, to launch sign-in flows and receive verifiable assertions about the identity of signed-in users,

Issuer: https://identity.rizing.dev/realms/rizing/
Client ID: tds-app
Redirect URI: https://test.rizing.dev/tds/
User Info Endpoint UR: https:/fidentity.rizing. dev/realms/rizing/protocol/openid-connect/userinfo/

Use your Application Manager (TDS) base URL as the Redirect URI.

6. Click Save and then click Change to confirm your changes.

7. The application willnow restart. Lastly, you need to update the default role back to a standard user role.
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8. Navigate to Administration > Security Settings > Access and Roles and select Standard Users (or your organ-
ization's equivalent) as the New user's default role.

New user's default role: Standard Users -

The role name that will be assigned to all new users. This role will be assigned to registering users
(when application's security profile is set to Built-In) or user accounts automatically created during Just-
In-Time Provisioning. Leave this role blank if you do not want the application to automatically assign

roles for new users.

9. Click Save.
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Roles

The Roles feature provides the ability to create roles to assign application privileges to, or to enter Active Directory (Windows Secur-
ity) roles (see note on windows security below). When you use the RUN CONFIGURATION WIZARD tool, you are prompted to cre-
ate a standard authenticated user group role and an admin user group role. However, you have the freedom to create as many
roles, internal or external, as you like and assign privileges to those roles as you see fit for your organization.

Administration

Roles

Add application roles (to group privileges) o

Q, | 2 Refresh © Add New
Role ~ | Description ~ Extermal ~ Actions> =
|Admin Users Administrator role a LN |
|Anonymous ANCNYMOoUS USer acces a LW
|Standard Users Standard authenticated user acces [u] 10

If you are using Active Directory or Security Token Service your Role Names for these groups must match the equivalent role name
in your Active Directory or Security Token Service. Under certain AD configurations you many need to delete all roles that are notin
Active Directory even if they are not being used by the user. The application does not know what role the user is in, it only knows what
roles are necessary to gain access to each privilege and then asks Active Directory if the user is in each of those roles.

Usage

Add New Role
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Role name:
The name of the application role to create. This can be a completely new, arbitrary role
name, or it can mirror the name of an external role (such as an Active Directory group).
Note, when using an Active Directory group name, prefix the role name with domain and
a backslash. Example: MY_DOMAIN\AdmiIn Users
Copy privileges from: — Select a Role - -

Is role externally managed? D
Check this option if this role name is mirroring an external role (such as an Active
Directory group). Checking this option will prevent assigning users to this role within this
application (instead the users must be assigned roles within the external system). Note,

this is dependent on your selected Authentication Profile.

Role description ex: AD group used for site administrators

¥ CANCEL « SAVE

Click+ Add New. A new role form opens.
Enter a name in the Role name input box.

Selectarole in the Copy privileges fromdropdown list to populate a default set of privileges for the new role.

Once the role is created, use the Role Privileges tab to modify the privileges assigned to the new role.

4. Iftheroleis mirroring an externalrole, check the box beside Is role externally managed?

This is dependent on your selected .

Enter a description in the Role description input box.

Click Save to save the new role.

Edit a Role
Q | & Refresh © Add New
Role ~ | Description ~ Extermal ~ | Actions> =
Admin Users Administrator role o ]
Anonymous ANONYMOUS USer acces o ﬁ
Standard Users Standard authenticated user acces o N

1. Clickthe Edit icon in the Actions column for the role to be edited.

2. Editthe Role name, Is role external selection, and/or Role description.
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3. Click Save to save your changes, or Cancel to cancel the operation.

Delete a Role

Q | & Refresh © Add New
Role ~  Description ~ Extermal >~  Actions> =
Admin Users Administrator role o N

v Anonymous Anonymous user acces O e

v Standard Users Standard authenticated user acces o N |

1. ClicktheDelete icon next to the role to be deleted. A confirmation dialog is displayed.

2. Click Delete to delete the role, or Cancel to cancel the operation.

Leave role names blank to prevent the applicatio utomatically assigning privileges.




("App Manager"

Role Privileges

The Role Privileges feature provides the ability to select and assign privileges to roles that have been defined in Roles. All available
application privileges are listed and managed from this tool. They are categorized and can be filtered by:

Group - the application or component the privilege belongs to

Suggested Level - the suggested user access level for the privilege ("Description of Access Levels" on page 67)

Role Privileges

Assign privileges to roles

Role: Standard Users

Q | Y Filter | > Refresh | + Add to Selection ~

= Group = ~  Privilege ~  Suggested Level
= app-mgr (23)
« app-mgr Query Apps & Anonymous
+ appmgr Get App & Anonymous
+ | app-mgr Query App Profiles & Anonymous
v app-mgr Get App Profile & Anonymous
app-mgr Create App Profile & Admin
app-mgr Update App Profile & Admin
app-magr Delete App Profile & Admin
app-mgr Apply Seed Data U Super Admin
Rat Canfinuratinn Ctara & Admin
Usage

To modify the privileges assigned to a role:

1. Selectarole from the Role dropdown list.
2. Check/uncheck the privileges you wish to assign/unassign to thatrole.
3. Click Save button.

i

194 of 260 Privileges Assigned
Description ~ =
Grants the ability to query and view application
Grants the ability to retrieve a single applicatio
Grants the ability to query and view application
Grants the ability to retrieve a single applicatio
Grants the ability to create application profiles
Grants the ability to update application profiles
Grants the ability to delete application profiles

Grants the ability to apply seed data to the dat:

frante tha shilitu ta natiuiaur tha ranfinnrad da T

Heads Up! The roles set for the Admin group and Standard user's group in Security Settings are automatically

managed, so any changes you make to their privileges will not hold.

List Options

Search the list
1. Clickthe search icon to expand the search field.
2. Start typing the name of an app, privilege or keyword.

3. Thelistwillupdate to show matching items.

Filter
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The Filter options lets you filter the groups, privileges, suggested levels, and/or descriptions you want shown in the list.

Role: Standard Users

Q | ©Filter | & Refresh | + Add to Selection «

1.

Group = ~ | Privilege

data-source (2)

data-source Query Tables
data-source Query Columns
ha (1)

ha Build Submittal
Click Filter.

~  Suggested Level

%5 User

o8 User

a5 User

-

0 of 260 Privileges Assigned
~ | Description ~ =

table x

Grants the ability to query for tables (discover 1

Grants the ability to query for table columns (vi

Grants the ability to Build Submittal Table

2. Enter the criteria for the groups, privileges, suggested levels, and/or descriptions you want filtered into the applicable box.

Add

Tip: Click Filter again to close the filter and refresh the privileges list.

to Selection

The Add to Selection option lets you filter to list by suggested level.

Q | ¥ Filter | & Refresh 4 Add to Selection ~

1.

2. Selecta level from the dropdown.

Group =
app-mgr (23)
app-mgr
app-mgr

app-mgr

app-mgr

Click Add to Selection.

Sugogested Levels

& Admin

@ Anonymous
@ None

U Super Admin
i User

MOCUAPE TTUmS

lles

3. Thelistwillupdate to show all privileges that match the selected level.

Close/Open Privilege Groups

You can

filter the privilege list by group.
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Q | T Filter | £ Refresh | 4+ Add to Selection ~ 0 of 260 Privileges Assigned
Group = ~ | Privilege ~  Suggested Level ~  Description ~ =
app-mgr (23) o
data-source (17)

E drawing (4)

drawing Generate Imagery & User Grants the ability to generate, and store, image
drawing Merge Imagery & User Grants the ability to manipulate, and store, ima
drawing Get Imagery & Anonymous Grants the ability to retrieve generated imagery
drawing Delete Imagery & User Grants the ability to delete generated imagery (
ha (22)
io(11)

_I< < ‘IM AN - 4| 100 items per page 1-220f 21 items

Click the + or - to open/close the group

Click the +or - icon in the table header to open/close all the groups

Select All/Deselect All

1. Clickthe checkmark in the table header to check allitems in the list at once.

2. Clickthe checkmark in the table header again to uncheck allitems in the list at once.
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Description of Access Levels

Anonymous

General unauthenticated access. Provides read access and basic functionality. Typically the access level provided to pub-
lic, non-logged in users.

User

Provides all Anonymous privileges, plus general authenticated access. Extends read functionality with the ability to send
emails, perform queries, update some items as well as other functionality typical of a standard logged in user.

Admin

Provides all Anonymous and User level privileges, plus general admin access, such as the ability to edit and delete some
items as well as manage data sources and profiles.

Super Admin

Provides all Anonymous, User and Admin level privileges, plus super admin access, such as the ability to add apps, man-
age application configuration as well as edit databases if applicable.
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App Restrictions

App access restrictions provide the ability to restrict access to specific apps, based on user role assignment. If there are no restric-
tions assigned to an application, then all users (regardless of role) can access that application (normal security privileges still apply).
However, if an application has a restriction applied, then only users that belong to the defined roles will be able to view and/or access

that application.

Administration

App Restrictions

Add role access to apps (1]

App access restrictions provide the ability to restrict access to specific apps, based on user role assignment. If there are no restrictions assigned to a app, then all users (regardless
of role) can access that app (normal security privileges still apply). However, if an app has a restriction applied, then only users that belong to the defined roles will be able to

view/access that app.

Q | £ Refresh © Add New

~ | Actions ¥ =

Restricted App ~  Allowed Role
HPMS Assistant Admin Users Eal]
Road Analyzer Standard Users Falil
Road Analyzer Admin Users il
Usage
Add New
To add a new app restriction:
Restrict App: — Select an App - -
Allowed Role: — Select a Role - -

Any users that belong to the selected role will be granted access to the selected app.

¥ CANCEL + SAVE

1. Click Add New.
2. Select the application you want to restrict from the Restrict App dropdown.

3. Selectthe role you want to have access from the Allowed Role dropdown.

You will need to create a new restriction for each role you want to have access to the restricted application.
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Example: If you have 5 total roles and want to restrict 3 of those roles from accessing an application, you will need
to add a new app restriction for each of the 2 roles that are allowed access to that application.

4. Click Save.
Edit Existing

To edit an existing app restriction:

1. Clickthe pencil icon in the Action column of the App Restriction you want to edit.
2. Make your edit(s).
3. Click Save.

Delete Existing

To delete an existing app restriction:

1. Clickthe trashcan icon of the App Restriction you want to delete.

2. Click Delete in the popup confirmation.
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Profile Restrictions

Profile access restrictions provide the ability to restrict access to specific profiles, based on user role assignment. If there are no
restrictions assigned to a profile, then all users (regardless of their role) can view and access that profile (normal security privileges
stillapply). However, if a profile has a restriction applied, then only users that belong to the defined roles will be able to view and/or
access that profile.

Administration

Profile Restrictions

Add profile access to roles (i)

Profile access restrictions provide the ability to restrict access to specific profiles, based on user role assignment. If there are no restrictions assigned to a profile, then all users
(regardless of role) can view that profile (normal security privileges still apply). However, if a profile has a restriction applied, then only users that belong to the defined roles will be

able to view/access that profile.

Q | D Refresh © Add New
Restricted App = ~ | Restricted Profile ~  Allowed Role ~  Actions ¥ =
Road Analyzer Portal Test Standard Users N |
Road Analyzer Portal Test TSS\TSS Users ST
Segment Analyzer Portal Test Standard Users N
Segment Analyzer Portal Test TSS\TSS Users I
validation Assistant HPMS TEST Oracle - All TSS\TSS Users F1@
Validation Assistant HPMS TEST SQL Server - All TSS\TSS Users S1m
Usage
Add New

To add a new profile restriction:

Restrict App: — Select an App — -
Restrict Profile: — Select a Profile - -
Allowed Role: — Select a Role — -

Any users that belong to the selected role will be granted access to the selected profile.

¥ CANCEL ' SAVE
1. Click Add New.

2. Selectthe application you want to restrict from the Restrict App dropdown.

3. Select the profile that you want to restrict from the Restrict Profile dropdown.
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4. Selectthe role you want to have access from the Allowed Role dropdown.

You will need to create a new restriction for each role you want to have access to the restricted profile.

Example: If you have 5 total roles and want to restrict 3 of those roles from accessing a profile, you will need to add
a new profile restriction for each of the 2 roles that are allowed access to that profile.

5. Click Save.
Edit Existing

To edit an existing profile restriction:

1. Clickthe pencil icon in the Action column of the Profile Restriction you want to edit.
2. Make your edit(s).
3. Click Save.

Delete Existing

To delete an existing profile restriction:

1. Clickthe trashcan icon to the left of the Name of the Profile Restriction you want to delete.

2. Click Delete in the Delete Profile Restriction popup.
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Templates

Template management provides the ability for Administrators, with the proper role privileges, to manage access to Segment Ana-
lyzer and Road Analyzer templates, based on a user role assignment. If there are no shares assigned to a template itis marked as
"Public" and all users, regardless of role, can view that template in read-only mode. Templates can also be deleted and ownership of
atemplate can be changed, even if they have not been shared. Only the users in roles with template shares privileges will be able to
manage the share access of any template. See Template Share Privileges below for configuration details.

Administration

Templates

Manage Templates (i ]

Template management provides the ability to restrict access to specific templates, based on a user role assignment. If there are no shares assigned to a template, then all users,
regardless of role, can view that template in read-only mode.

Q | & Refresh | T Delete Selected Templates | & Change Ownership | # Change Selected Sharing © Add New Template Share
Name = ~  App Name ~  Profile ID ~ | Owner Name ~ Shared ~ Role ~  Actions =
TOPS - Full sQL Segment Analyzer test_1071_sql Catrina Wingate 1| i
v =3 @
-] KDOT Standard Temp 3 Segment Analyzer test_kdot_standard Jodie Locklear S0
TEST_RH Editor @
-] SA-TC-05 Oracle - Output wit.. Segment Analyzer test_1061_ora Jodie Locklear N
= g
-] KDOT User Temp 1 Segment Analyzer test_kdot_user Jodie Locklear Pl
Usage

Template Share Privileges

The ability to view, save, update and manage template sharing is managed at the user role level by the following role privileges:

The owner of a template will have full access to the template, even if they are not in the shared role(s).

Manage Template Shares at the Template Level:

Share Templates (ID: 164) - grants the ability to share Road Analyzer templates when saving them, and the ability to
update the share access of any templates shared with the user'srole

Share Templates (ID: 214) - grants the ability to share Segment Analyzer templates when saving them, and the ability to
update the share access of any templates shared with the user'srole

Manage Template Shares from Application Manger at the Admin Level:

Manage All Templates And Shares (ID: 43) - grants the ability to manage all templates and template sharing in App Man-
ager, aswell as, the ability to edit the share access of any shared template in the Road Analyzer and Segment Analyzer Man-
age Templates dialogs

Search the list

1. Clickthe search icon to expand the search field.
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2. Start typing the name of a template.

3. Thelistwillfilter to show all matching template(s).

Add New Template Share

To add a new template share:

Application: Road Analyzer -
Profile: TEST 1071 SQL -
Template: Base Template -

(O Not shared

Share Access:
o Share with everyone (read-only)
@) Share with role
< ADD ROLE ACCESS
Role Access
n Standard Users - Write -
n Anonymous * Read -
¥ CANCEL + SAVE
1. Click Add New Template Share.
2. Selectthe application you want from the Application dropdown.
3. Selectthe profile that you want from the Profile dropdown.
4. Selectthe template you want to set the share access from the Template dropdown.
5. Selectthe Share Access from the options listed:

Not Shared - only the owner can use and edit the template within the application

Share with everyone (read-only) - every user can use the template, but they will not be able to make changes to
the template share access or overwrite the template

Share with role - the Role(s) selected will have the selected access to the template

Any administrators with the privilege can manage any tem-

plate from within App Manager.
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Add Role Access:
1. Click Add Role Access.

2. Selectthe role you want to have access to the selected template from the Role dropdown.

Heads Up! Unless Just-in-Time Provisioning is enabled, only built-in roles will be available in the drop-
down.

4. Selectthe type of access you want the selected role to have for the selected template from the Access dropdown.

Read - the usersin the selected role can use the template
Write - the users in the selected role can use and edit the template

6. Click Save.
Edit Template Sharing

To edit a single template share:

1. Clickthe pencil icon in the Action column of the template you want to edit.
2. Make your edit(s).
3. Click Save.

To edit multiple template shares:

1. Clickthe check boxes beside the templates you want to edit the share access of.
2. ClickChange Selected Sharing at the top of the table.

3. Make your edit(s) to the Share Access.

4. Click Save.

Delete Template

To delete a single template:

1. Clickthe trashcan icon to the left of the Name of the template you want to delete.

2. Click Delete in the Delete Template popup.

To delete multiple templates:

1. Click the check boxes beside the templates you want to delete.
2. Click Delete Selected Templates at the top of the table.
3. Click Delete in the Delete Template popup.

Remove Template Sharing

To remove a single template share:

1. Clickthe trashcan icon to the left of the Name of the template you want to remove the template share access.

2. Click Remove inthe Remove Template popup.

To remove multiple template shares:
1. Clickthe check boxes beside the templates you want to remove the share access of.
2. ClickChange Selected Sharing at the top of the table.
3. SelectNot Shared.
4. Click Save.

Change Ownership
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To change the ownership of a single template:
1. Clickthe check box beside the template you want to change the ownership of.
2. ClickChange Ownership at the top of the table.
3. Selectthe new Owner from the dropdown.
4. Click Save.

To change the ownership of multiple templates:

Click the check boxes beside the templates you want to change the ownership of.

1.
2. ClickChange Ownership at the top of the table.
3. Selectthe new Owner from the dropdown.

4. Click Save.
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Users and User Roles

The User Roles feature provides the ability to search, add, and manage users in your defined roles.

User Roles

Assign users to roles (i)
Q | © Refresh © Register New User
Last Name ~  First Name ~ | Username ~  # Assigned Roles ~ | Email ~ | Source ~ | Actions =
cwingate 0 cwingate@tss.tssgis.c... | Built-in Sm

Jodie jodieTest 0 locklear_j@yahoo.com | Built-in L1 m

User Admin siteadmin 1 rgreen@tssgis.com Built-in )

jlocklear 0 jlocklear@tss.tssgis.co... | Built-in L1 m

To be able to assign of internal roles to external users, you will need to enable Just-in-time (JIT) provisioning in the

. That willenable the application to create an internal application user based on an external user's inform-

Usage
Add New
Assign users to roles (i ]
Q | O Refresh
Last Name ~ | First Name ~  Username ~  # Assigned Roles ~  Email ~  Source ~  Actions =

‘ cwingate 0 cwingate@tss.tssgis.c.. | Built-in 10

Toadd anew user:
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1. Click+ Register New User to open the new user registration form.

First Name:

Last Name:

User Name:

Email:

Password:

Confirm Password:

+JREGISTER

X CLOSE ' SAVE

2. Fillinthe First Name, Last Name, User Name, and Email.
3. Enter a password in the Password field and then enter it again in the Confirm Password field.
4. ClickRegister.

Search User list
1. Clickthe search icon to expand the search field.
2. Start typing the name of a user.
3. Thelistwillupdate to show the matching user(s).
4

Click Refresh to refresh the user list.

Assign User to Role(s)

To assign, or edit, the role(s) assigned to a user:

© Register New User

Last Name ~ | First Name ~  Username ~  # Assigned Roles ~ | Email ~ | Source Al Edit user =
‘Smith Mike msmith mbanick@tssgis.com Built-In m =

1. Locate the row for the User whose roles you want to edit and click Edit (pencilicon), or clickthe number (in the
# Assigned Roles column).

2. Checktherole(s) you wantto add the user to by clicking the checkmark in the far left field beside the Role. To remove the
user from anyrole(s), click the checkmark to uncheck the role(s).

3. Click Save and then click Save in the popup.
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Delete User

To delete a single existing user:

Q | & Refresh © Register New User
Last Name ~  First Name ~ | Username ~ | # Assigned Roles ~ | Email M- Delete user
| Walden Tim Timmy 1 mbanick@tssgis.com ' N

1. Locate the row for the user you wish to delete and click the Delete icon.

2. Click Delete in the confirmation popup.

To delete multiple users:

Q | = refresh BT Delete Selected © Register New User

Last Name ~  First Name ~  Username ~  # Assigned Roles ~ | Email ~ | Actions =
v ‘Walden Tim Timmy 1 mbanick@tssgis.com N .
£ ‘Banick Matthew matth 1 mbanick@tssgis.com N
s ‘Jimmerson Jim Jimmy 1 mbanick@tssgis.com Kl
‘User Admin siteadmin 1 rgreen@tssgis.com s

1. Inthe userslist, find the users you wish to delete and click the checkmarks to the left of them.
2. Click Delete Selected in the Template table header.

3. Click Delete in the confirmation popup.
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Map User Claims

The Map Claims feature provides the ability to map custom user claims.

Administration

Map Claims

Map Custom Claims o

Q, | 2 Refresh © Add New

Usage

‘System Claim ~ | Custom Claim ~  Actions =

Name http://schemas.tssgis.com/ws/2017/01/identity/claims/customemailaddress m

Add New

System claims: — Select a Claim - -

Custom claim:

1
2
3.
4

¥ CANCEL + SAVE

Click+ Add New to open the new claim form.

Select a claim in the System claims dropdown list.
Enter the custom claim in the Custom claiminput box.

Click Save to save the new claim.

Search Existing

1.

Click the search icon to expand the search field.

2. Start typing the name of a claim.

3. Thelistwillupdate to show the matching claim(s).

4.

Click Refresh to refresh the list.

Delete Existing

To delete an existing claim:

1.

Click the trashcan icon on the line of the Custom Claim you want to delete.
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Security Settings

Changes to security related configurations, such as token expiration time or what servers the applications can make requests from,
are setin Security Settings.

Security Settings

& Security Related Settings (i ]
Error Handling &

Error Message Details Policy: Show errors on server only -

The policy for returning application (server-side) errors. Available options are:

Hide all errors: Error message details are hidden from all users and need to be retrieved from the server logs.
Show all errors: Emer message details are visible to all users.

Show errors on server only: Error message details are only visible to users running the application from
the server {using "localhost”). Remote users will need to retrieve message details from the server logs

Token Authentication &

Access Token Expiration Days: 90

The number of days that user's authentication token is valid for (expires after the designed number of
days).

Tip: If you want to hide or expand one of the sections, click the square at the end of the section name.

Usage
Error Handling

Error Message Details Policy

This sets the policy for returning application (server-side) errors. When errors are hidden, the application will give a generic"An error
occurred" message, but when errors are shown the user will get a detailed error message. Available options are: Hide all errors,
Show all errors, and Show errors on server only.

To Use:

1. Selectthe desired option from the dropdown.

2. Click Save at the bottom of the page.
Token Authentication

Access Token Expiration Days

This sets the number of days that a user can stay logged in without needing to sign in.

To Use:
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1. Enter the desired number of days.

2. Click Save at the bottom of the page.
Enable sliding expiration for authentication cookies

Enabling this will re-issue a new cookie with a new expiration time when a request is made more than halfway through the expiration
window.

To Use:

1. Check/uncheck the box beside Enable sliding expiration for authentication cookies.

2. Click Save at the bottom of the page.
Prevent Auto Sign Out Feature

This prevents the default behavior of the application forcing all users to re-authenticate the next time they sign into the application
when changes are made to any role or role's privileges.

To Use:

1. Check/uncheck the box beside Prevent auto sign out feature.

2. Click Save at the bottom of the page.

Invalidate All Tokens Before

This sets the date and time all tokens will expire, so that all users must be re-authenticated.

To Use:

1. Clickthe calendar and select a date.

01/18/2017 12:00 AM

£ JANUARY 2017 >

Sun Mon Tue Wed Thu Fr Sat

y 00 02 03 04 05 06 O7
38.09.10.11.12.13-14
15.16.?‘19.‘21].21
22. 23.‘24 25 26.‘2?-28

29 30 3 01 02 03 04

L U L

05 06 07 08 09 10 M

TODAY S CLEAR CLOSE
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Tip: The time willbe defaulted to 12:00 AM unless changed.

2. OrEnterinthe desired date and time.
Heads Up! The expected formatis MM/dd/yyyy h:mm a.

3. Click Save at the bottom of the page.

Reset Password Token Expiration Hours

This sets the number of hours the link to reset a user's password will remain valid.

To Use:

1. Enter the desired number of hours.

2. Click Save at the bottom of the page.
Cross Origin Resource Sharing

Disable same site mode for cookies authentication

Sets the SameSite cookie to none to indicate that same site restrictions should be disabled by the client and to allow cross-site cookie
use. When using TDS (or any of the applications within TDS) in an iframe, it may experience issues if using sameSite=Lax or
sameSite=Strict cookies, because iframe is treated as cross-site scenario. Hence, its recommended to disable it and set the same-
site mode to 'None'. Note: Cookies that assert SameSite=None must also be marked as Secure. In this case, TDS willneed to be
secure site accessed using 'https'.

To Use:

1. Check/uncheck the box beside Disable same site mode for cookies authentication.

2. Click Save at the bottom of the page.

Allowed CORS Settings

These options allow you to specify what servers the application(s) can make requests from. For more information: HT TP access con-
trol (CORS).

Example: If you have tds on one server and Road Analyzer on a separate server, this will allow Road Analyzer to make
requests to the server tdsis on. Enter "*" to allow requests from all servers, or enter in the specific server(s) that you will
allow requests from.

To Use:

1. Enter the Allowed CORS Origins, Headers, and/or Methods.
2. Click Save at the bottom of the page.

Access and Roles

System Administrator "Username"

The System Admin is built-in and has global access to everything no matter what role/privilege they are in and will be available no mat-
ter security you choose for the application. If you used the Configuration Wizard this will already be filled in.


http://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS
http://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS
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To Use:

1. Enterthe desired System administrator "username™.

2. Click Save at the bottom of the page.

Anonymous Access Role Name

You can select the role name that has the privileges anonymous users will receive.

To Use:

1. Selectthe desired role name from the Anonymous access role name dropdown list.

2. Click Save at the bottom of the page.

Auto-managed role privileges

You can select whether or not to have the role privilege mapping to be handled automatically within the application itself, or be based
on the suggested privilege levels and semantically defined role types you set.

To Use:

1. Toenable, check the box beside Auto-managed role privileges.

2. Click Save at the bottom of the page.

Admin and Standard Group Role Names

You can assign roles to admin and standard users with default privileges. If you install any new applications, these roles will be auto-
matically assigned privileges.

To Use:

1. Selectthe desired Role Name from each of the dropdowns.

The options available in the dropdowns for these roles are from the section. If you do notwanta

role, you can select Prevent automatic privilege assignment options.

2. Click Save at the bottom of the page.

New User's Default Role

You can set the role name that will be assigned to all new users or prevent automatic assignment of a role.

To Use:

1. Selectthe desired Role Name from the dropdown.

The options available in the dropdowns for these roles are from the section. If you do notwanta

role, you can select Prevent automatic privilege assignment options.
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2. Click Save at the bottom of the page.
Users and Registration
Enable Just-in-time Provisioning

To create a user account for external users, enable this setting. With Just-in-time (JIT) provisioning, an internal application user will
automatically be created based on the external user information.

To Use:

1. Toenable, checkthe box beside Enable Just-in-time provisioning.

The options available in the dropdowns for these roles are from the section. If you do not wanta

role, you can select Prevent automatic privilege assignment options.

2. Click Save at the bottom of the page.
Max Users to Return

In Users and User Roles, this will set the maximum number of users the application will search for and display in the list.

To Use:

1. Enter the desired number of users.

2. Click Save at the bottom of the page.
New User Registration Notification Email

When a new user registers in any of the TDS applications an email will be sent if the following information is filled out. Further con-
figure this email content by adjusting the subject line and template to suit your needs.

New User Registration Notification
Email:

The "email address" to send notifications to, when a new user registration occurs.

MNew User Registration Notification Email New User Registered
Subject Line:
The "subject” of the email that will be sent when a new user is registered.

New User Registration Notification Email A new user, {{firstName}} {{lastName}} ({{userName}}), has registered. This user will need to be

Template: assigned to a security group, in order for them to fully access application functionality.<br=<br=You can

contact {{firstName}} {{lastName}} at {{userEmail}}.

The "body" of the email that will be sent when a new user is registered.

To Use:

1. Enter the desired Email.
2. Optional: Edit the default Subject Line and/or Email Template.
3. Click Save at the bottom of the page.
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Password Reset

In these settings you can specify the subject line and body of the password reset email for your organization.

Password Reset
Reset Password Email Subject Line: Reset Password

The "subject” of the email that will be sent when resetting a password.

Reset Password Email Template: {{firstName}},<br=<br=Here is the reset password linkc<br=<a href="{{redireciTo}}?resetToken=
{{resetToken}}&resetUserName={{userName}}">{{redirectTo}}?resetToken={{resetToken}}
&resetUserName={{userName}}</a><br><br>Simply click or paste the above link into your browser's

address bar to reset your account's password. This is a one-time use link, it will instantly expire once

The "body" of the email that will be sent when resetting a password

To Use:

1. Enterthe desired Subject Line and/or Email Template.

2. Click Save at the bottom of the page.

Reset to Default

R CANCEL 2 RESET + SAVE

Should you want to reset to default all security settings, click Reset and select Save on the confirmation popup.

Heads Up! Be aware that a few other security settings that are not visible in this form will also be reset.
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Access Tokens

Access Tokens are mechanisms to create a security token to access specific TDS REST services. For example, you could have an
external service or process that needs to:

kick off an SA template
getareport
or any other TDS APl request

The Access token tool provides the ability to generate a token and then pass the token as a parameter when the service is called
without the need for additional authentication. Authentication is provided by the token.

Access Tokens

4 Manage Access Tokens

Create and manage security access tokens. Access tokens provide the ability to pre-authenticate services, so that an access token can be generated and passed through a URL in a

stateless manner, bypassing the normal token authentication mechanism.

Q | T Filter | & Refresh © Add New
Token ~ | Description ~ | Created By ~ | Behavior ~ | Expires ~ | # Privileges~ Actions ~ =
| b73b4biba79849198b89... ' Test the Demo database .. Never Delete 1 <41 0
‘ 48d2f2973371486bbbf3.. | get report Delete On Expire 12/29/17 06:28 PM 1 1w
Usage
Add New

Toadd a new access token:

1. Click+ Add New to expand the new Access Token form.

=+ Enter New Access Token
Description:
Behavior: Token expires on specified date -

Expiration Date: 12/30/2017 11:12 AM ﬂ

f¥) Token will expire in 1 day

2. Fillinthe Description, Behavior and Expiration Date.
Behavior Options include:

Token expires on specified data - this is the default setting and will auto set the token to expire in 24 hours
Delete on first use (one time use only) - token can only be used once and will expire itselfinmediately after use

Token never expires (valid until manually deleted - token must be manually deleted to expire
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Tip: Deleting a token also expiresiit.

3. Selectthe privilegesin the Available Privileges table that you wish the token to provide authorization for. Available priv-

ileges are based on your user role.
Available Privileges Privileges that are accessible when using this token

Q | Y Filter | & Refresh

D ~  Product ~ Name

12003 data-source Create Data Source

12004 data-source Delete Data Source
v 12005 data-source Test Data Source

12006 data-source Recreate Data Source
« 12007 data-source Query Tables

12008 data-source Query Columns

12009 data-source Query Data

4. Click Save. Once saved the token will display under the list of privileges.
[ o .
I« 4 1 1w el 1000 items per page

Token: b73b4bfha708401086891 4220782434628 50 NG

Usage Example: https://YOUR_SERVER/tds/api/YOUR_ENDPOINT?

token=h73babiba798497108h801 42e0782484028 504 NG

® CANCEL ' SAVE

5. Touse the token, suffix your endpoint URL with the token provided.
Updating Existing

To update an existing access token:

Q | T Filter | & Refresh

Token ~  Description ~ | Created By ~  Behavior ~ | Expires
‘ b73b4bfba79849198b89... Test the Demo database . Never Delete
‘ 48d2f2973371486bbbf3.. get report Delete On Expire 12/29/17 06:28 PM

1. Locate the row for the token you wish to edit and click Edit (pencilicon).
2. Make desired changes to the form.
3. Click Save.

Delete Existing

To delete an existing access token:

Q | T Filter | ¥ Refresh

Token ~ | Description ~  Created By ~  Behavior ~ Expires
‘ b73babfba79849198b89... | Test the Demo database ... Never Delete
‘ 48d2f2973371486bbbf3... | get report Delete On Expire 12/29/17 06:28 PM

~

2 of 330
Access Level~ =
& Admin .
& Admin
& User
0 Super Admin
48 User
i85 User
&% User

1 Coimrr Ademin T

1-330 of 330 items

© Add New

# Privileges~ | Actions ~ =

# Privileges~ | Actions > =

1

1

© Add New

L1 3
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1. Locate the row for the token you wish to delete and click Delete.

2. Click Delete in the confirmation popup.
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Databases

Configuration Store - pick where to save your configuration data

Data Sources - setup database connections for your applications

LRS Metadata - setup and configure non-ArcGIS Server Extension layers and metadata
Import Seed Data - makes importing configurations easy

Export Seed Data - easily export application configurations as a seed file

Editing Seed Files - learn how to update your domains and profiles using a seed file
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Configuration Store

Your applications need somewhere to keep your settings and application changes so they are persisted across sessions. By default
App Manager will store your configurations in a local file database (.SDF file) on the server. However, the Configuration Store fea-
ture provides the ability for you to manage this setting and specify a specific database if you choose.

Config Store

£ Configuration Database

h

Where would you like us to store your configuration data? The application needs son to keep your settings and application changes so that we can persist them across
sessions. Typically the amount of data that needs to be stored is very minimal, and includes things like; user preferences, saved templates, and application profiles. By default, the
application will store your configuration in a local file database (.sdf file) on the server. This is typically an acceptable solution, however you have the ability to store this information

in an enterprise database as well (such as SQL Server or Oracle).
Where would you like to store your configuration? @ use the default

O Specify a database

*® CANCEL ‘ + SAVE

See the section for details on configuration architecture, database requirements, and

other technical details.

Choosing a Storage Mechanism

The default Configuration Store, a SQL Server Compact Edition database (.SDF file), is only recommended to be used when the
physical storage demands for the applications is expected to be relatively lightweight. SQL Server Compact Edition DB is a file-based
database which is restricted by the limitations of the operating system’s file system. Such as: file size, read/write time, availability, etc.
The default configuration store (SQL Server Compact Edition) will typically perform satisfactorily under normal circumstances.
However, if it is expected that the applications will be heavily used by many concurrent users or if a large amount of data will be stored
(for example, the use of Road Video Viewer) then it is highly recommended to use an enterprise configuration storage mechanism
(such as SQL Server or Oracle). The information below can be used to help decide which storage mechanism is right for you.

Reasons to use SQL Server Compact Edition (default) Configuration Store

If only a few profiles and associated data (templates, settings, etc) are expected to be used
If you are evaluating TDS or associated software
If you plan to migrate to another environment or platform in the near future

If an enterprise database is not available

SQL Server Compact Edition Configuration Store

Pros
Easy setup (no separate database required)
Light weight

Easy to backup and restore
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Cons
Limited to up to 4 GB in data storage (not heavily scalable)
Database performance willdegrade if considerable storage is used (+- 2GB)

Cannot be “tuned” like an enterprise database

Enterprise Configuration Store

Pros
Best option for optimal performance
Supporting staff have familiarity
Backup and restoration process can be adopted from existing procedures
Easier scalability
Cons
Requires more setup time and maintenance effort
Usage

To use the default:

1. ClickUse the Default.
2. Click Save.

To specify a database:

Click Specify a Database.

Enter the data source ID in the Data Source ID input box.

Select a database type from the Database Type dropdown.

Enter your database connection string in the Connection String input box.
Click Test Connection to verify the connection works.

Click Save.

@ 0~ e N =

To migrate TDS from one Configuration Store to another:

This exercise demonstrates migrating a TDS configuration store from SQL Server Compact Edition (the default) to an enterprise
database (SQL Server or Oracle).

Prerequisites:

When using an enterprise database (such as SQL Server or Oracle) as a configuration store, the database should be a new
empty database and the connection to this database should use a database user that is the schema owner of its own
schema (a user with read/write to its own schema only). When configuring this Configuration Store connection string, it is
important to use a database user that does not have access to anything outside of this "TDS" configuration database to mit-
igate any risk of inadvertently modifying or accessing other data. Click here for more details.

Make sure the new configuration store database is empty.

Make sure the connection, which will be configured in App Manager, to connect to the new configuration store database has
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privileges to read, create, and delete objects (only to the desired schema though).

Make a backup of the application and existing configuration store, as a precaution.

Procedure Steps:

Step One - Export current Configuration Store to a seed file
1. Installthe latest available Rizing Geospatial software to insure you're running the most up to date versions.
2. Open App Manager and click the Administration tab.
3. ClickExport Seed Data.
4

Select allitems you want to migrate to the new configuration store.

Heads Up! Anyitems that have approximately 1,000 or more records should not be exported. This seed export
step will export to a single text file and it is not practical to export extremely large amounts of data this way.

If you have Road Video Viewer, do not select Camera Images or Event Points — these items should only be
seeded using the original seed files generated through the TIM processing tool.

5. Clickthe Download Selected button and then Continue.

Q EXpOI’t Your Seed Data Configuration store export (i

Select the data items that you would like to export to a "seed file" (.tss file). The available data items are derived from the currently installed applications. You can export the entire
configuration store, by not selecting anything, or you can pick and choose specific items to export.

Heads up! There are tables with a large number of records available. It is recommended that these tables be exported and migrated directly through the database rather than %

through exporting a seed file. Writing large amounts of data to a seed file can result in slow or unresponsive application performance.

Q| 2 Refresh

Product =3 ~ | Entity Alias 3 ~ Record Count v =
« | security Security Configuration 1
« | security Users 1
+ | validation Assistant Profiles 1
« | validation Assistant Validation Groups 14
+ | validation Assistant Vvalidations 340
Road Video Viewer Camera Images 2,860,762
Download Seed Data
« | Road Video Viewer Cameras |
Road Video Viewer Event Points Are you sure you want to download a
seed data file?
« | Road Video Viewer Profiles

CONTINUE % CANCEL
3] <4 1 L1 e 250 items per page

X CLOSE + DOWNLOAD SELECTED (25)

Wait for the seed file to finish downloading before proceeding to the next section.

Step Two - Change the TDS Configuration Store
1. Launch App Manager and clickon the Administration tab.
Click Configuration Store.

3. Ifitisnot already selected, click the Specify a database option.

You may want to copy the original connection string in case you need to revert to this configuration store at

any point.

4. Enter the data source ID in the Data Source ID input box.


https://docs.tsstools.com/vlog/Content/B_Getting Started/Rizing Geospatial Image Manager (TIM).htm
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5. Selectadatabase type from the Database Type dropdown.

6. Selectthe database type to change the configuration store to.

7. Enterthe Connection String to the new configuration database (see prerequisites for details on this database).

Example: Oracle Connection (without TNS names entry)
Data Source=(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=YOUR_
HOST)(PORT=1522)))(CONNECT_DATA=(SERVER=DEDICATED)(SERVICE_NAME=YOUR_
SERVICE)));Direct=true;User Id=YOUR_USER;Password=YOUR_PASSWORD;

Oracle Connection (with TNS names entry)

Data Source=YOUR_SOURCE;Direct=true;User Id=YOUR_USER;Password=YOUR_PASSWORD;
Oracle Connection (without TNS names entry)

Data Source=(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=YOUR_
HOST)(PORT=1522)))(CONNECT_DATA=(SERVER=DEDICATED)(SERVICE_NAME=YOUR _
SERVICE)));Direct=true;User Id=YOUR_USER;Password=YOUR_PASSWORD;

Oracle Connection (with TNS names entry)

Data Source=YOUR_SOURCE;Direct=true;User Id=YOUR_USER;Password=YOUR_PASSWORD;

Tip: Use the Examples dropdown menu to see available connection string examples.

Click Test Connection and verify that the connection succeeded.

Click Save and then Confirm.
The application may take several minutes to swap to the new configuration store and setup the new database objects. It
should take you back to the Administration page once it is complete.

If you receive an error message, and are locked out of Application Manager, you can swap the con-

figuration store connection back to the original connection by opening the TDS web.config file and updating the
connection string and provider name for the “DefaultConnection” connection string.

10. Clickthe Configuration Store link and verify that the correct new database connection information is showing.

Step Three - Apply Seed File (from previous configuration store)

1.

Launch App Manager and click on the Administration tab.
Clickthe Import Seed Data link.

Drop the seed file (the one that was exported earlier) into the gray box (optionally you can click on the gray box and select
thefile).

Click Save and then Save the confirmation dialog.

After a moment, the page will show a Seeding Job History list and you should see the status of the seed file import.
Remain on this page until it is complete — this may take several minutes depending on the amount of data being imported.

Once the seed file process is complete, click on the Details link to check for any import errors.
Checkthe Last Message details to verify that there are 0 errors.

Last Message:
Total records added: 1474

Total records updated: 33
Total records deleted: 0

Total number of errors: 0

At this point the new configuration store should be restored to the previous (based on what you selected to export to the
seed file).
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9. Navigate through the App Manager Administration and Apps pages to verify that all the expected profiles and settings
arein place.

10. Testeach application and verify that all data and settings are present.
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Data Sources

Data Sources provide a way to add, remove, and update the data sources that you wish to have access to within the application.

Administration

Data Sources

B Enter Your Data Sources connect to your data (i

Data sources provide access to your data from various applications and tools. Data sources can consist of a simple database connection string and provider name, and/or a service
URL that points to a map service that is published with the specified connection string. A data source does not have to have both a database connection and a service URL, but if
both are provided the two must point to the same database.

Q | Y Filter | & Refresh © add New
Status ¥ Name « ~ | Provider ~  Description ~ | Actions = =
TEST 1060 SQL SOL Server Test 1060 SQL Server Database Connec.. = | # 1 1@ 1S 1T =
TEST 1060 ORACLE Oracle Test 1060 Oracle Database Connection | <2 | # | % | # 1S | @
TEST 1051 SQL SQL Server Test 1051 SQL Database Connection S0 01210
TEST 1051 ORACLE Oracle Test 1051 Oracle Database Connection | <2 | # | % | # 1S @
TEST 1041 SQL SQL Server Test 1041 R&H Database connection S0 01210
TEST 1041 ORACLE Oracle Test 1041 Oracle Database Connection | < | # |14 | &# 1S | @
Usage
Add New

Toadd a new data source:

1. Click+ Add New to expand the new Data Source form.

B Enter Your Data Sources connect to your data i ‘

Data sources provide access to your data from various applications and tools. Data sources can consist of a simple database connection string and provider name, and/or a service
URL that points to @ map service that is published with the specified connection string. A data source does not have to have both a database connection and a service URL, but if
both are provided the two must point to the same database.

Q | Y Filter | £ Refresh

Status ¥ Name ~ ~  Provider ~  Description ~  Actions & E
. ™ e

TEST 1060 SQL S0L Server Test 1060 SQL Server Database Connec.. = | # | & | & 1S 1 @

= =
TEST 1060 ORACLE Oracle Test 1060 Oracle Database Connection = | < | & | @ 1S @ I

For different data base connection examples, click Examples in the upper right corner and select the
example that best matches your connection type.

= Enter New Data Source | [N Examples ~ |

Connection Examples

Name: . SQL Server Connection
SQL Server Compact (SQL CE) Connection
Description:
Oracle Connection (without TNS names entry)

Database Type: - Select a Connection Type - Oracle Connection (with TNS names entry)
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2. Fillinthe Name, Description, and Database Type.

3. Enterthe Connection String. Use the Test Connection button to verify the string.

Click if entering a data source for a Configuration Store

1. You have the option here for App Manager to automatically create a Configuration Store database for you on your
selected database.

2. Clickthe down arrow onthe TEST CONNECTION button and click Test and create database if none exists.

= TEST CONNECTION | = cmmg- data source=dev-sql, 1433initial catalog-Demorpersist security info=Trususer id-Demo;password-demo;

Test and create database if not exists

4. Enterthe Associated Service URL.

Once entered the URL will be tested and the result will be displayed below the input box.

5. Ifyouwantthe application to authenticate with ArcGIS for Portal, check the box beside Service requires ArcGIS for
Portal authorization.

6. Ifthe map service using branch versioning, check the box beside Data source uses ArcGIS Branch Versioning.

7. Optional: Click More Options to enter the following information about your data source:

a. Service URL LRS Extension - configure which extension the application should use for any given data source. If
left blank, the application will default to the standard extension value of "LRSServer". If a map service is using
ArcGIS Pro and Roads & Highways, then you must enter "LRServer" for the respective data source

b. Description - enter a description of the data source.

c. Database Schema/Owner - enter the schema or owner of the database.

d. Spatial Reference ID (SRID) - enter the spatial reference ID (SRID) assigned to the database.
8. Click Save.

Search the list

1. Clickthe search icon to expand the search field.
2. Start typing the name of a data source.

3. Thelistwill filter to show matching data sources.
Filter

The Filter options lets you filter the data source table by Name, Provider, and/or Description.

1. ClickFilter.
2. Enter the criteria for the name, provider, and/or description you want filtered into the applicable box.

Tip: Click Filter again to close the filter and refresh the privileges list.

Test Existing
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1. Locate the row for the Data Source you wish to test.

2. Clickthe test icon pictured above.

Updating Existing

To update an existing data source:

Status ¥ Name ~ Provider Description w7
e TEST 1060 SQL SQL Server Test 1060 SQL Server Database Connec...
o TEST 1060 ORACLE Oracle Test 1060 Oracle Database Connection

Actions v =

=l AR

=N
=:|/|4~|9|§|7ITI

Status ~ Name ~ Provider Description ~  Actions i =
el
- =
) tesri060s0L SQL Server Test 1060 SQL Server Database Connec.. = NS IEIT
— - =
) TEST 1060 ORACLE oracle Test 1060 Oracle Database Connection = | | N | # | 1T I

1. Locate the row for the Data Source you wish to edit and click Edit (pencil icon).

2. Make desired changes to the form input and then use the Test Connection button to verify the string still connects.
3. Click OK.

Import Data

This feature can be used to import an appropriately configured table (e.g., routeid, from/to measure, bizdata, etc.) to be used in the
other Rizing Geospatial applications such as Segment Analyzer. You can import CSV, Excel, or Access tables.

Usage

Toimport data to an existing data source:

Status ~ Name =+ Provider Description ~  Actions & =
e

) TesTioe0saL SQL Server Test 1060 SQL Server Database Connec.. = | #° ‘i' =

) TEST 1060 ORACLE Oracle Test 1060 Oracle Database Connection = | | & | ® | €| T I
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1. Locate the row for the Data Source you to import a table to and click the Import icon.
2. Checkthe boxbeside Include Header Row to include the header row of the table.

#% Import Data

File Import
> CSV Settings ©

Column Separator:

[ Include Header Row

Drop .csv, .xls, .acedb files here or click to select a file to import.

% CANCEL

3. Dragthe table (or multiple tables) into the File Import area, or click inside the File Import area and navigate to the table you
want to import.

4. Checkthe table(s) you want to import then click Next.

#% Import Data

Select Table(s) to Import

Table1

Table2

*® CANCEL < NEXT

5. Foreachtable you are importing, in Import Table Name input box enter the table name as you want it displayed.

#» Import Data

Import Columns from Table: Table1

Import Table Name: Tablel D Overwrite if the table already exists

The name of the table to create and import the data to.

Field1 o
Import Column Name: Field1
Import Column Data Type: Numeric -
Field?
Field3
1D

% CANCEL € PREVIOUS = NEXT

6. Uncheck any columns you do not wantincluded in the import (all columns are checked by default).
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7. Foreach columnin the table you are importing, enter the Import Column Name and Import Column Data Type as you
want it to be displayed.
Click Next to go to the next table.
When finished editing the tables, review your selections and when finished click Import.
#¥ Import Data
Table(s) to Import
+ | Table ~  Fields ~ | Actions ~ =
I« 4 1 1 p »l 250 items per page 1-3 of 2 items
Tip: If you need to make further edits to the tables and/or columns, click the Edit icon in the Actions column.
Export Data

This feature can be used to export a CSV file containing records from a selected data source.

Usage

To export data from an existing data source:

Stalus ¥ Name « ~  Provider ~  Description k4

e TEST 1060 SQL SQL Server

Actions ~
e = -
Test 1060 SQL Server Database Connec.. = | # | &% Eg |'m

e TEST 1060 ORACLE Oracle

Test 1060 Oracle Database Connection SIS SIST I
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1. Locate the row for the Data Source you to export and click the Export icon.

2. Selectthe Version and Table from their respective dropdown lists.

CSV Export

Data Source: TEST 1060 ORACLE Version: None ~ Table: None -

> Settings
Mone
DEFAULT

QA_Team

3. Checkany columns you want to include in the export (all columns are unchecked by default).

CSV Export

Data Source: TEST 10.6.0 Oracle Version: DEFAULT ~ Table: SA_PAVEMEMNT - (26 records)

Select Columns To Export

(] oBJECTID

(J

ROUTEID

FROMMEASURE

TOMEASURE

[} COMPLEX_INTXN_INFL_SEGM_ID
[[] COMPLEX_INTXN_ID

(] STREET_NAME

[] D_ROUTE_STATUS_ID
D_SURFACE_TYPE_ID
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4. Optional: Click on Settings to configure the following settings:
> Settingso

Column Separator:

Limit Records?

Limit: 100

Note: data will be sorted by table primary key(s)

Include Header Row

X CANCEL £» EXPORT

Column Separator - enter the character the export will use to separate the columns (a comma is used by default)
Limit Records - to limit the number of records exported, check this box and enter the number of records to export
Include Header Row - uncheck to not include the header row (this is checked by default)

5. Click Export to start the export of the csv table.

Export History Table

To view the Export History table:

1. Click View Export History in the upper right corner of the Export Data form.

& Export Data

CSV Export = View Export History

Data Source: TDS Output SQL  Version: None ~ Table: None ~

2. Within the table, you have the following options:

Search the Table - clickthe search icon, then start typing the name of a job

Filter the Table - click Filter, then enter the criteria for the job or other column you want filtered
Download a Job - click the download options icon, then select the output from the dropdown list
Delete a Job - click the trashcan icon, then click Delete in the confirmation popup

View Job Details - click Details and the job's details will be opened

3. Click Hide Export History to close the table and return to the Export Data form.

Delete Existing

To delete an existing data source:

‘Stalus ~ Name « ~ | Provider ~ | Description ~  Actions = =

‘ TEST 1060 SQL SQL Server Test 1060 SQL Server Database Connec.

| TEST 1060 ORACLE Oracle Test 1060 Oracle Database Connection

1. Locate the row for the Data Source you wish to delete and click the trashcan icon.

2. Click Delete in the confirmation popup.
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If the users of the Data Source(s) willneed to make changes to the network and update any tables that they are not

the owner of, your database administrator will need to ensure that they have editor privileges so they can make changes
to the network and update the tables.
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LRS Metadata

LRS metadata provides the ability to assign required LRS "semantics" to your data - such as "Route ID Field Names", "From Meas-
ure Field Names", "To Measure Field Names", and other LRS information, which is necessary for various applications to consume
the data. If your map service has LRS metadata exposed via LRS Server extension for ArcGIS Server for a given event layer, no addi-
tional LRS metadata configuration is required for standard functionality.

If your map service does not have layer metadata exposed via the LRS Server extension, you'llneed to add and configure any layers
here that your applications need to consume data from.

® LRS Metadata & Layer Details (i)

Configuring LRS metadata provides the ability to assign required LRS "semantics” to your data - requirements such as "Route ID Field Names", "From Measure Field Names', "To

Measure Field Names", and other LRS information, which is r y for various

pplications to consume the data. If the associated map service already has LRS metadata

exposed for a given layer, than no additional LRS metadata configuration is required for standard functionality. To get started, select a data source, and then create, edit, or delete the

data sources LRS metadata.

~ .
Data Source: Demo Data Set - o Refresh List

Description: Generic TSS Demo Transcactional DB

Service URL: //stg-app.tsstools.com/arcgis/rest/services/tss/Irs/MapServer

LRS Metadata ZCLEARALL

© Metadata Details &8 Network Layers (1) &5 Event Layers (3) & Intersection Layers (1)

Q © Add New
‘ Network ID ~ LayerID“ Table *~ | Route ID Field ¥ From Measure Field* To Measure Field¥ From Date Field ¥ | To Date Field ¥ Actions> =
‘B 232 ROUTE_ID MEASURE s> 1m -
‘B 233 ROUTE_ID MEASURE <> 1 W
‘B 121 ROUTE_ID MEASURE <> m
Usage
~ <h [ ie
Data Source: ~ Select a data source — - = Refresh List

— Select a data source -

Configuration Store
Demo Data Set
Demo Data Set Output Waorkspace

To start, select the data source from the dropdown that you wish to configure LRS metadata for, then follow the instructions below
for each layer option.

Metadata Details
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LRS Metadata FIIILOM G DELETE | </ ADVANGED EDITOR

® Metadata Details EE Network Layers (1) & Event Layers (3) BB Intersection Layers (1)

Name LRS Metadata Shim

Service URL has additional LRS metadata

X CLOSE g\

If your map service has LRS metadata exposed via LRS Server extension for ArcGIS Server

1. Enter a Name for your metadata details.
2. Checkthe boxfor Service URL has additional LRS metadata.

When this box is checked, it will notify your applications to query the LRS Server to pulland access layer metadata.

If your map service does not have LRS metadata exposed via LRS Server extension for ArcGIS Server
1. Enter a Name for your metadata details.

2. Insure the checkthe box for Service URL has additional LRS metadata is not checked.

When this box is not checked, your applications will not query the LRS Server for layer metadata. You will need to

add any layers you wish to query in the appropriate sections of this tool.

Network Layers, Event Layers and Intersection Layers

For non- ArcGIS LRS Server Extension users, all layers and layer fields you want applications to have access to, must be configured
in these tabs. Remember, if you're using the LRS Server extension, layers exposed through that extension don't need to be added.
However, that doesn't mean you won't have any layers configured here. For example, you may have multiple network layers or
tables added to the map service that aren't exposed through the extension. Those items would still need to be set up here.

The minimum requirement when adding a new layer is the Network ID, layer ID, Route ID field and the From Measure field. Some
applications may also require additional fields to function correctly. For example, in addition to the above required fields, Segment
Analyzer also needs to know the Table Name so it knows where to write the output to.

Layer Options:
Network Layers
Event Layers

Intersection Layers

To Add a New Layer

Click the tab you wish to add the layer too.
Click+Add New or +Add New Layer Configuration to add an empty row to the list of layers.

Double click fields to enter layer details into the table.
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Click Save.

To Edit a Layer

Table Method

1. Double click the field you wish to edit.
2. Enter your changes.
3. Click Save.

JSON Method

1. Toopen the editor, click </>in the Actions column of the row you wish to edit.

2. Clickthe JSON code you wish to edit, and make your edits.
3. Click Apply.

To Delete a Layer

1. Click the tab you wish to remove the layer from.
2. Click Delete (trashcan) in the Actions column of the row you wish to delete.

3. Click Delete to confirm.

Advanced Editor

The Advanced Editor gives you a JSON view of all configured metadata layers and allows you to edit the raw JSON code.

1. Clickthe JSON code you wish to edit, and make your edits.
2. Click Apply.
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Import Seed Data

The Import Seed Data tool allows you to import "seed" data to the configuration database using a seed file. Using this feature saves
you the step of entering in some of the configurations manually. If any updates to the original seed file are made, you can reload it

using this tool.

Administration

Seed Data

#® Import Your Seed Data (i )

If you were provided with a seed data file (.tss), then drag and drop it inte the box or click the box to import it. This file will have a file

extension of ".tss". This file is not necessary, but if you were provided one it will save you the steps of entering some initial

X CLOSE || 4=

Drop ".tss" files here or click to .
configurations manually.

select a file

Usage

Drag and drop the seed data file into the box

or

Click inside the box to select the file
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Export Seed Data

The Export Seed Data tool provides the ability to export TDS, as well as various application configurations to a single seed file. This
feature is useful for backing up configurations and other application settings prior to updating or other maintenance.

Q Export Your Seed Data Configuration store export o

Select the data items that you would like to export to a "seed file" (.tss file). The available data items are derived from the currently installed applications. You can export the entire

configuration store, by not selecting anything, or you can pick and choose specific items to export.

Heads up! There are tables with a large number of records available. It is recommended that these tables be exported and migrated directly through the database rather than »{

through exporting a seed file. Writing large amounts of data to a seed file can result in slow or unresponsive application performance.

Q | £ Refresh

Product a3 ~  Entity Alilas a3 ~ | Record Count ~ =
App Manager Application Details 11

App Manager Application Integrations 5

App Manager Application Settings 34

App Manager Server Configuration 1

data-source Data Sources 53

HPMS Assistant Profiles 20

i Cila Madh Crddinmmn o

Usage

Search Seed Data list
1. Clickthe search icon to expand the search field.
2. Starttyping the name of an app or item you wish to export.

3. Thelistwillupdate to show matching items.

Export Seed Data
1. Checkthe items that you wish to export.

2. Click Download Selected to export the selected items.

Heads Up! Be sure to note the Record Count of your selected items prior to export. Some of the items available for export
have a large number of records and for best performance it is recommended that you export/migrate those items directly
through your database rather than using this tool.
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Editing Seed Files

If your database is not set up as an ESRI enterprise geodatabase, some items will be configured through the LRS Metadata in the
Transportation Data Server (TDS) Administration settings. The following can be edited through the LRS Metadata seed file:

Domains

Profiles
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Domains

Domains provide an easy way to constrain the valid values that can be populated for an event layer. If your database is not set up as
an ESRI enterprise geodatabase, domains will be populated through the LRS Metadata in App Manager's Administration settings.
The steps below will guide you through the process of adding and editing domains through the LRS Metadata seed file.

Download Existing Metadata

To edit domains in the LRS Metadata, you will first need to download the relevant seed file that references domains. This can be
done using the Export Seed Data functionality. LRS Metadata has a stand-alone seed file that can be exported to the user’s desktop
and edited directly.

Heads Up! The seed file is formatted as JSON, so users should be familiar with JSON formatting prior to editing the seed
file.

Tip: Ensure that any pop-up blockers are disabled on this page or the user will not be able to download the file.

1. Selectthe LRS Metadata seed file and click Download Selected.

X LIRS | Y Filter | £ Refresh

Product a3 ~ | Entity Alias a3 ~ Record Count ¥ =
HPMS Assistant Profiles 5

v |Irs LRS Metadata 54
Road Analyzer Profiles 25
Road Analyzer SLD Templates 74
Road Video Viewer Camera Images 286,425
Road Video Viewer Cameras 24
Road Video Viewer Event Points 40,581
Road Video Viewer Profiles 3
Road Video Viewer Route Metadata 0 -

I« 4 1 1r ¥ 250 items per page 1;120f 12items

X CLOSE + DOWNLOAD SELECTED (1)

2. Thefile willdownload to the default downloads folder; you can open it using any text editor.

Adding a Domain

The easiest way to add a domain is to copy and paste the formatting for an existing domain, then update the new domain with its code
and name values.

1. The section for domains should be near the top of the file; if not, you will need to search for the relevant section. The domains
willbe represented as an array with the “domains” heading, as highlighted in the below picture.
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"dropAndRecreate”: false,
"license™: "<License>\r\n <Id>f3d18358-4bb6-4829-b594-9bdcasl
"restartOnComplete”: true,
"seeds”: [
{
"type"”: "Transcend.5patial.Web.Lrs.LrsMetadata”,
"idFieldName": "DataSourceId",
"deleteall”™: false,
"addIfNotExists™: true,
"addOrUpdate”: true,
"dontSkipNullUpdates™: false,
"useIndividualSave™: false,

"skip”: false,
"adds": [
I
L
"creationDate™: "2013-84-18T18:58:87.633",

"datasourceId”: "ctdot™,
"name”: "CtDOT MAVRIC LRS Metadata™,

"type": "codedValue”,
"name”: "ROUTE PREFIX",

"description™: M
"codedValues™: [
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2. Your text editor should highlight where the code for that domain begins and ends.

"type": "codedValue",
“"name”: "ROUTE PREFIX",

"description”: c
"codedValues™: [

"name": "CT - Connecticut™,
lchdEII: II[:TII

“name" :

"code™ :

Us Route™,

"name": "I - Interstate”,
“code™: "I"
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3. Copyand paste the entire selection, then enter a name for the new domain and clear out the ‘name’ and ‘code’ values, to
avoid accidental duplication.

"type”: "codedValue”,
"name”: "MNEW_DOMAIN_ NAME™,
"description™: "",
"codedValues™: [

{

"name" :

"name" :

“code™ :

“nama" :

“code™:

4. Enter the respective code and name values for the new domain. The code value represents the value that will actually be
stored in the database, while the name is the textual representation of that code. Typically, the name is used to provide you
an explanation for an abstract code value.
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"type"”: "codedValue”,
"name": "TOWN CODE",

"description™: N
"codedValues": [

I

L
"name” : "ANDOWER™,
"code™: "@B81"

"ANSONIA",
~aa7"

"ASHFORD",
~a@3"

"AVON",
“aq"

"BARKHAMSTED" ,
~a@5"

Tip: Save the file regularly.

Repeat the steps above to create all the new domains you need.

Associating Domains with Layers

Once the domain has been created, you will need to associate the domain with the appropriate layer(s) and field(s). There are sev-
eral sub-headings referencing data used by Rizing Geospatial's applications. These are:

"networkLayers"
"eventLayers"
"nonLRSLayers"

1. Use these sub-headings to navigate to the appropriate layers. Domain information will be referenced in the fields’ array
associated with the layer.
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1
“featureClassName": “EXOR.RoadsRoutesCombined”,
“"targetFeatureClassName”: "FIELD.RoadsRoutesCombined”,
"compositeRouteIdFieldName”: "RoadRouteID”,
"toDateFieldName": "END DATE",
"modifiedDateFieldName”: "Modified Date”,
"modifiedByFieldName™: "Modified By",
"id": 15,
“hierarchyFilter”: [

T
L

"isRoot": true,

"networkLayerIdFieldName™ :
"label": "Route Type"

"RoadRouteType”,

"isRoot": true,
"networkLayerIdFieldName”:
"label™: "Town Name"

"TownName",

“isRoot™: false,
"networklLayerIdFieldName”: "RoadRouteId”,
"label™: "Route Number”

1z
"fields": [
I
L
“nama" :
l't}fpe 1] :

“name"”: “"TownName",
"domainName”: "TOWN CODE"

2. Associate allnew domains with the correct layer(s) and field(s).

3. Save the file and begin the import process.

Importing Seed Files

Once the seed files have been updated, they will need to be imported into TDS so that the new domains can take effect. You can find
those steps in the Import Seed Data topic.
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Profiles

Occasionally, there may be a need to create a new profile for any of the applications on TDS. While this can be done manually
through App Manager, itis quite simple to use a seed file to create a new profile with all of the needed data.

Profile information can be either part of a larger seed file — this is the case with the metadata file that is currently being used to store
event, domain and other metadata — or it can be created in a stand-alone file. Once a profile has been created through the seed file, it
can be updated as needed in the Profile Configuration page within the application.

Example

The picture below shows all of the attributes associated with creating a profile. This file is self-contained; it has only the valid JSON
needed to create a profile.

"license": .
restartOnComplete™:
"seeds™: [

"type": "Tr
"idFieldName
"deleteAll™:
"addIfNotExists™:
"addOrUpdate™: 5
"dontSkipNullUpdates™:
"useIndividualSave”:
"skip":

"name" :
"templateld
"dataSourceld”:
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Some caveats:

Data source information may also need to be provided, either through this file or through an additional stand-alone seed file

Template information may also need to be provided, either through this file or through an additional stand-alone seed file

In this case, the profile created by this seed file is for the MAVRIC application. This is specified by the ‘type’ attribute.

The “adds” array contains information specific to the profile being created:
“appld”: the foreign key value for the application that is having a new profile created
“id”: the profile ID whichessentially acts as the primary key for the profile

“name”: the name is an alias for the profile and will be how the profile appears in the list of application profiles on the Apps
Dashboard

“templateld”: this references the default template associated with the profile

“dataSourceld”: This references the data source used by the profile

The image below shows the attributes associated with a Data Source within a seed file. This data source may be created during this
process, or it may be updated by adding new properties to an existing data source.

"type": "Tra
"idFieldName
"deletepll™:
"addIfNotExists™:
"addOrUpdate™: tr
"dontSkipNullUpdates™:
useIndividualSave":
"skip™: f:
"adds™: [
{
"id":

"name" :

"description”:
"connectionstr
"providernam
"serviceUrl”:
"erId": 3857
1

1.

"updates™: [],

"deletes": []
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Support

Server Logs - view and manage logs generated by the server

Web Service Tool - execute web service calls using application security

Tip: We've added notification messages throughout App Manager (as all our web applications) to alert you when there
is an error or warning. The notifications willappear on the application screen bottom left. These notification are
designed to appear for a few seconds, then disappear on there own. However, you can hover over a notification to keep
it from disappearing and also double-click a notification to close itimmediately.
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Server Logs

The Server Logs feature is a web interface that allows system administrators to view the server log activity and diagnose errors. The
Server Log includes the time stamp, log level, and detailed messages from the application including a post-install-log.txt, pre-install-
log.txt and a primary [app-name]-log.txt file. The saved logs from the previous day are automatically sent to an archived folder.

Server Logs

D Server Logs Current log level: Info i
T e I “
Path: logs

]|

post-install-log.txt pre-install-log.txt STG-APP-log.txt archived

® CLOSE

Usage
View a log

To view the most recent log

1. Double click the log.txt file to view the server log in a Grid View.

Q| T Filter [3 Text View

Levelv. Time ~ Message v | Actions - =
m 09:31:02 | Creating new "vaProfile' in 0 millis @ View Details =~
I:B 09:31:02 | Creating new vaProfile' in 0 millis O View Details

08:14:54 | Failed to retrieve RA profile by ID 'test_1071_sql' in 0 millis System.InvalidOperationException: The specified cast from a materialized 'Sy.. | @ View Details
08:14:54 | Failed to find single ‘RaProfile’ by primary key(s) 'ra,test_1071_sql' in 0 millis System.InvalidOperationException: The specified cast from ... 8 View Details
08:04:37 | Retrieving anonymous privilege IDs in 0 millis O View Details

I:B 08:04:33 | Added scheduling admin dashboard at path: ‘scheduler © View Details

2. You can change the view to text by clicking Text View.
22 Grid View

1@:23:82 INFO:Added scheduling admin dashboard at path: ‘scheduler’

10:23:02 INFO:Hangfire SQL objects installed.

18:23:02 INFO:Start installing Hangfire SQL objects...

10:23:02 INFO:Configuring scheduling service with storage mechanism 'SQLite’ and worker count 1
10:23:02 INFO:Initializing site in @ millis

10:23:02 INFO:Auto-seeding role privileges in @ millis

Click Grid View to return to the original view.
Click View Details next to an itemin the log to view more details.

Click Refresh to refresh the log.

@ g o

Click Close File to return to the main log directory.
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To view an archived log

1. Double click the archived folder to open it.

2. Double click the log.txt file to view the server log in a Grid View.

Click View Details next to an item in the log to view more details.

You can change the view to text by clicking Text View.

Click Refresh to refresh the log.

Click Close File to return to the main log directory.

Search a log

Double click the log.txt file to view the server log in a Grid View.

Click the search icon to expand the search field.

1
2
3. Start typing the name of anitemin the log.
4

The list will update to show all matching items.

Filter alog

The Filter options lets you filter the log level, times, and messages in the log.

Q | O Filter
Levelz. Time ~
09 X
09:47:37
m 09:47:34
m 09:31:02
m 09:31:02

1. Double click the log.txt file to view the server log in a Grid View.

Message

Setting connection timeout to: 0 seconds

Updating VaProfile’ with ID: test_profile in 0 millis

Creating new "VaProfile' in 0 millis

Creating new "VaProfile' in 0 millis

2. ClickFilter.

3. Enter the criteria for the log level, times, and/or messages you want filtered into the applicable box.

Tip: Click Filter again to close the filter and refresh the log.

Export a log

1. Double click the log.txt file to view the server log in a Grid View.

[21 Text View

~ | Actions ~

O View Details
@ View Details
& View Details

@ View Details

2. Clickhamburger icon in the top right hand corner of the grid and select Export all data as csv from the dropdown.

® CLOSEFILE 5 REFRESH

Q | ¥ Filter

15:55:11

15:55:11

15:54:55

15:54:52

15:54:52

15:54:52

15:54:48

15:54:47

15:54:47

Message

Inititialization site in 0 millis

Aute-seeding role privileges in 0 millis

Discovering and seeding module data throughout assemblies in 0 millis
Auto seeding pre-configured data in 0 millis

Ensuring all path config directories exist in 0 millis

Adding privileges from apps in 0 millis

Discovering apps to seed throughout assemblies in 0 millis

Checking if database exists in 0 millis

Validating 17 product(s) in 0 millis

STG-APP-log.txt

[3 Text View

| —

ions

Export all data as csv

Il

Export visible data as csv

Columns:

v Level

v Time

+ Message

« Actions

N
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3. Thelog willdownload to your computers downloads folder in csv format.

Tip: If server log does not download, check your browser settings to verify that pop-up blocker is not on.

Delete a log or folder

1. Rightclick on the log/folder you want to delete.

2. Click Delete.
3. Inthe Confirm Delete popup, click Delete.

Rename a log or folder
Right click on the log/folder you want to rename.

Click Rename.

1.
2
3. Once clicked, the report name will become an editable field.
4. Enter your changes.

5

Click any blank space on the page to exit editing mode.

Tip: Did you make a mistake and need to change it? No worries. Just repeat the steps above.

Download a log

1. Rightclick on the log you want to download.
2. ClickDownload.

3. Thelog willdownload to your computers downloads folder in txt format.

Tip: If server log does not download, check your browser settings to verify that pop-up blocker is not on.

Upload a file
1. Clickthe +Upload File button.
2. Select the file you wish to upload.

3. Click Open to upload the file.

You can change the logging level on the page.
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Web Service Tool

The Web Service Tool feature enables you to execute HTTP requests against TDS.

Web Services

& Web Service Execution Tool i)

URL: .J../apif

HTTP Request Method: (O GET Request ® POST Request (O PUT Request (O DELETE Request

POST Request Body:

A EXECUTE
b Jooli A EXECUTE

Usage
1. Enteryour HTTP requestin the URL input box
2. Selectdesired HTTP Request Method.
3. For POST and PUT requests: Enter the Request Body.
4. Click Execute.
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Settings

Mail Server - configure settings your applications use to send emails

Licensing - manage your software license

General Server Settings - configure the server logging level, cache policy, expiration dates and more
SQL Command Settings - configure the internal application SQL queries

File Path Settings - choose where to store physical files on the server

Scheduling Service Settings - configure the storage mechanism, connection string and more for the Job Execution Manager
scheduler
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Mail Server

The Mail Server feature allows you to manage the default mail server you'd like your applications to use and to set a default email sub-
jectline and default from email address.

X Configure Mail Server (i
Hostname: smtp.gmail.com
Port: 587
User Name: servicerizing@gmail.com
passward: uuuuuuuuuuu

Default Subject: TDS Notification
Default From: servicerizing@gmail.com

Use SSL when sending emails

Send Test Email: -A SEND TEST EMAIL

The email to send the test email to

Usage

Enter your email provider's host name (also called server name) in the Hostname field.

Enter the port number used to connect to your host's server in the Port field.

Enter the user name for your account in the User Name field.

Enter your account password in the Password field.

Enter the default subject line you wish to use in the Default Subject field.

Enter a default from email address in the Default From field.

Click Use SSL when sending emails if you wish to add SSL encryption to emails sent from your applications.

Enter a testemail addressin the Send Test Email field and click SEND TEST EMAIL to test these settings. (optional)

© ® N o O~ w b=

Click Save when done.
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Licensing

The Licensing feature provides the ability to add your software license details for all your applications using a .LIC file provided to you
by Rizing Geospatial.

1 1m port Your License

License ID:  f3d10350-4bb6-4829-b594-9bdcat140e28
Type: Standard

Drop "lic" files h lick t
fe il s s e e Registered To:  Rusty Green (rgreen(@tssgis.com)

select a file Expires:  Never

Features: " App Manager
+ Security
+ License Server
+ Data Sources
+ Jobs
+ LRS
+" Road Analyzer
+ Segment Analyzer
+ Validation Assistant
" HPMS Assistant
+" Report Engine
+ Video Log
+ File Access

€ BACK SKIP THIS STEP =

Usage

Drag and drop the ".LIC" file we provided to you into the dashed import box to add your software license information. Once added,
you'llbe able to see your license ID, license type, who it's registered to, when it expires as well as all the products and features
included in your license.
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General Server Settings

General server functions and basic settings you'd like the server to use when making calls, logging. etc. are set in the General Server
Settings.

General Server Settings

/° Server Settings (i)
Logging and Errors ©

Log Level: Info (import information only) -

The level of detail the server should log information.

Log File Name Template: ${machinename}-log.txt

The template used for log file names. See here for details on template options.

Archived Log Location: archived/(#}.txt

The template used to store "archived” log files. See here for details on template options

Max Log File Size (in bytes): 2000000

The maximum file size per log file (in Megabytes). Once this limit is reached, the log file will be archived

and a new log file will be started

Max Number of Logs to Keep: 90

The maximum number of log files to keep "archived". Once the threshold is met, the system will delete

the oldest log file.

Log Format Template: ${date:format=HH\:mm\:ss)} ${level:uppercase=true}:${message} S{exception:format=tostring}

The log template to be used when logging to text files. See here for details on template options.

Tip: If you want to hide or expand one of the sections, click the plus / minus sign at the end of the section name.

Usage

Logging and Errors

Log Level
The log level setting sets the level at which the server will write message logs and how granular the logs are written. The levels are lis-
ted hierarchically based on the amount of information & messages logged, meaning that each successive level will include the mes-

sages of the log levels below it. For example, the default setting is Info, so in addition to Info messages, Warn, Error and Fatal
messages are also included.
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Log Level: Info (import information only) -

The level of detail the server should log information.

To Use:

1. Selectthe log level you wish to use from the dropdown.
Options include:

Trace — very fine details and ALL log messages available will be logged

Debug — all messages that may be of value in order to debug and troubleshoot
Info — informational messages only

Warn —only errors and warnings

Error - (errors only)

Fatal—fatal errors only

2. Click Save.

Log File Name Template

Log File Name Template: ${machinename}-log.txt
The template used for log file names. See here for details on template options.
The Log File Template allows you to configure the layout renderer macro template used for log file names. The default is $(ma-

chinename) which will use the name of the machine the process is running on in the name. You can find more info here about the dif-
ferent layout renderer macros that can be used.

To Use:

1. Enter the desired layout renderer macro following by -log.txt.
2. Click Save.

Archived Log Location

Archived Log Location: archived/{#}.txt

The template used to store "archived" log files. See here for details on template options.
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The Archived Log Location setting allows you to configure the location and file name for archived logs. By default, the logs are saved
to the archived folder and named with the date of the log, for example: 2017-08-09.0.txt. You can find more info here about the dif-
ferent layout renderer macros that can be used.

To Use:

1. Enter the desired layout renderer macro into the curly braces and update the folder location if desired.
2. Click Save.

Max Log File Size (in bytes)

Max Log File Size (in bytes): 2000000

The maximum file size per log file (in Megabytes). Once this limit is reached, the log file will be archived

and a new log file will be started.

The Max Log File Size setting allows you to configure the maximum size a log be in megabytes. As stated in the above image, once
the limit is reached, the log is archived and a new log file is started.

To Use:

1. Enter the desired size limitin megabytes.
2. Click Save.

Max Number of Logs to Keep

Max Number of Logs to Keep: a0

The maximum number of log files to keep "archived". Once the threshold is met, the system will delete

the oldest log file.

The Max Number of Logs to Keep setting allows you to set a maximum number of logs to keep archived. Once the threshold is met,
the system will delete the oldest log file.

To Use:

1. Enter the desired number of logs to keep.
2. Click Save.

Log Format Template

Log Format Template: ${date:format=HH\:mm\:ss} ${level:uppercase=true}:${message} ${exception:format=tostring}

The log template to be used when logging to text files. See here for details on template options.

The Log Format Template setting allows you to configure the layout renderer macro template used for logging text files. You can find
more info here about the different layout renderer macros that can be used.
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To Use:

1. Update the layout renderer macros in the template string.

1. Click Save.

Data Processing

The following settings affect the various limits of data processing for all the applications.

Data Processing e

Max Records to Return: 1000

The max number of records that can be returned through a web request, at one time. Enter 0 for no

limit.

Bulk Record Query Threshold: 100

The max number of records (or groups of data) to query for, when processing data in chunks

Database Connection Timeout: 0

The max number of seconds a database connection will remain open (before timing out). Enter "0" for

no timeout. Current configuration will never timeout.

Bulk Record Insert Threshold: 1000

When inserting data in bulk, the max number of records to keep in memory before committing to the

database

Max Records to Return

The number set here represents the max number of records that can be returned through a web request, at one time. Enter O for no
limit.

To Use:

1. Enter your desired max number of records into the field.

Bulk Record Query Threshold
The number set here represents the max number of records (or groups of data) to query for, when processing data in chunks.

To Use:

1. Enter your desired max number of records into the field.

Database Connection Timeout

The max set here determines the max number of seconds a database connection will remain open before timing out. For no timeout,
enter"0."

To Use:

1. Enter your desired max seconds into the field.

Bulk Record Insert Threshold
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When inserting data in bulk, the number set here determines the max number of records to keep in memory before committing to the
database.

To Use:

1. Enter your desired max number of records into the field.
Prevent Field Quotes

Check this option if you want to prevent the system from automatically adding quotes around database field names, when executing
SQL statements.

To Use:
1. Check/uncheck the box to turn on/off.
Job Expiration Days

The number set here determines the default number of days you wish to keep job information. After the specified number of days has
expired the job (and any associated files) will be deleted. A job typically consists of exported files, reports, etc.

To Use:
1. Enter your desired default number of days to keep a job into the field.
Job Update Interval

The number set here determines the number of seconds to update the status of a job. For example, a value of "30" will update the
progress of a long running job every 30 seconds (will update the progress of the job).

To Use:
1. Enter your desired default number of seconds in the field.
Tuning and Performance
This setting determines whether the server can cache commonly requested resources so that it doesn't need to continually make

requests to the database, unless a change is found.

Enable Caching: []Enable Server Side Caching

To Use:

1. Checkthe checkboxto enable.

2. Uncheck the checkbox to disable.

Reset

The reset button can be used to reset all the general server settings back to the defaults.
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SQL Command Settings

The applications make use of many SQL statements internally that are pre-defined, yet dynamic SQL query configurations. These
"parameterized queries" are expected to contain specific parameters (@SomeParamName) in order to function. Itisrecommended
that these queries do not get changed, unless a specific environment setting/configuration warrants a modification.

Sqgl Commands

[# SQL Query Statements Configuration (i ]

@ Attention! Query configurations are pre-defined, yet dynamic, SOL statements that are used within various applications. These “parameterized queries” are expected to contain
specific parameters ([@SomeParamMame) in order to function. It is recommended that these queries do not get changed, unless a specific environment setting/configuration
warrants a medification. The most typical change that would be reguired to these statements is adding an SDE user/schema prefix - or removing the prefix.
Column Filter;  (*Shape$)l{*Shape.Length$)|(*Geometry$)
Copy Table: SELECT @Fields INTO @ToTable FROM @FromTable
Copy Table Oracle: CREATE TABLE @ToTable AS SELECT @Fields FROM @FromTable
Copy Table Sql Ce: CREATE TABLE @ToTable AS SELECT @Fields FROM @FromTable
Create Table: CREATE TABLE @TableValue {@Colum nDeclarations)
Date Query Formatter: 10

Date Query Formatter Oracle:  TO-DATEC{O}¥YYY-MIM-DD HH24:M1:SS)

Delete Rows:  DELETE FROM @TableValue WHERE @WhereClause

The most typical change that would be required to these statements is modifying the user/schema prefix for SDE-related objects -
adding, updating or removing the prefix.

Example: ...sde.table_registry....
To...

dbo.table_registry...

Or...

table_registry...

Usage
1. Clickinside the text field and update the SQL statement as needed.

2. Usethe Resetbutton to reset all SQL statements back to the defaults.

Heads Up! Itis possible that other SQL statements not listed, may also be reset.
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Default SQL statements

Column Fil- (*Shape$) | (*Shape.Length$) | (*Geometry$)

ter:

Copy SELECT @Fields INTO @ToTable FROM @FromTable
Table:

CopyTable CREATE TABLE @ToTable AS SELECT @Fields FROM @FromTable
Oracle:

CopyTable CREATE TABLE @ToTable AS SELECT @Fields FROM @FromTable
SQL Ce:

Create CREATE TABLE @TableValue (Q@ColumnDeclarations)
Table:

Date Query '{0}'
Formatter:

Date Query TO DATE('{0}','YYYY-MM-DD HH24:MI:SS')
Formatter
Oracle:

Delete DELETE FROM @TableValue WHERE @WhereClause
Rows:

Drop DROP TABLE @TableValue
Table:

Insert Row: INSERT INTO @TableValue (@ColumnNames) VALUES (Q@InsertValues)

Select SELECT c.COLUMN NAME, c.DATA TYPE, c.IS NULLABLE,
Column c.CHARACTER MAXIMUM LENGTH, c.NUMERIC PRECISION,
Info: c.NUMERIC SCALE, c.ORDINAL POSITION,

CASE WHEN pk.COLUMN NAME IS NOT NULL THEN 1 ELSE O END AS PRIMARY KEY
FROM INFORMATION SCHEMA.COLUMNS c
LEFT JOIN (
SELECT ku.TABLE CATALOG, ku.TABLE SCHEMA, ku.TABLE NAME, ku.COLUMN NAME
FROM INFORMATION SCHEMA.TABLE CONSTRAINTS AS tc
INNER JOIN INFORMATION SCHEMA.KEY COLUMN_USAGE AS ku
ON tc.CONSTRAINT TYPE = 'PRIMARY KEY'
AND tc.CONSTRAINT NAME = ku.CONSTRAINT NAME
) Pk
ON c.TABLE CATALOG = pk.TABLE_ CATALOG
AND c.TABLE_SCHEMA = pk.TABLE_SCHEMA
AND c.TABLE NAME = pk.TABLE NAME
AND c.COLUMN NAME = pk.COLUMN NAME
WHERE c.TABLE NAME = @TableName AND c.TABLE SCHEMA = @SchemaName
ORDER BY c.COLUMN_NAME
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Select SELECT c.COLUMN NAME, c.DATA TYPE, c.IS NULLABLE,

Column c.CHARACTER MAXIMUM LENGTH, c.NUMERIC PRECISION,

Info No c.NUMERIC SCALE, c.ORDINAL POSITION,

Schema: CASE WHEN pk.COLUMN NAME IS NOT NULL THEN 1 ELSE O END AS PRIMARY KEY
FROM INFORMATION SCHEMA.COLUMNS c
LEFT JOIN (

SELECT ku.TABLE CATALOG, ku.TABLE SCHEMA, ku.TABLE NAME, ku.COLUMN NAME
FROM INFORMATION SCHEMA.TABLE CONSTRAINTS AS tc
INNER JOIN INFORMATION SCHEMA.KEY COLUMN_USAGE AS ku
ON tc.CONSTRAINT TYPE = 'PRIMARY KEY'
AND tc.CONSTRAINT NAME = ku.CONSTRAINT NAME
) Pk

ON c.TABLE CATALOG = pk.TABLE_CATALOG
AND c.TABLE SCHEMA = pk.TABLE SCHEMA
AND c.TABLE NAME = pk.TABLE NAME
AND c.COLUMN NAME = pk.COLUMN NAME

WHERE c.TABLE_NAME = @TableName

ORDER BY c.COLUMN NAME

Select select ¢.COLUMN NAME, c.DATA TYPE, c.NULLABLE,
Column c.DATA LENGTH, c.DATA PRECISION,
Info No c.DATA SCALE, c.COLUMN ID,
Schema CASE WHEN i.COLUMN NAME IS NOT NULL THEN 1 ELSE O END AS PRIMARY KEY
Oracle: from user tab columns c

LEFT JOIN (

SELECT cols.COLUMN NAME, cols.TABLE NAME
FROM all constraints cons, all cons columns cols
WHERE cols.table name = UPPER (@TableName)
AND cons.constraint type in ('P')
AND cons.constraint name = cols.constraint name
AND cons.owner = cols.owner
) 1
ON c.TABLE NAME = i.TABLE NAME
AND c.COLUMN NAME = i.COLUMN NAME
WHERE c.TABLE NAME = UPPER (@TableName)
ORDER BY c.COLUMN NAME

Select select c¢.COLUMN NAME, c.DATA TYPE, c.IS NULLABLE,
Column c.CHARACTER MAXIMUM LENGTH, c.NUMERIC PRECISION,
Info No c.NUMERIC SCALE, 1i.ORDINAL POSITION, i.PRIMARY KEY
Schema from INFORMATION SCHEMA.COLUMNS c

SQL Ce: LEFT JOIN INFORMATION SCHEMA.INDEXES i

ON c.TABLE NAME = i.TABLE NAME

AND c.COLUMN NAME = i.COLUMN_NAME
WHERE c.TABLE_NAME = @TableName

AND c.TABLE SCHEMA = @SchemaName
ORDER BY c.COLUMN NAME
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Select
Column
Info Oracle:

Select
Column
Info SQL
Ce:

Select
Count:

Select
Distinct
From
Table:

Select
From
Table:

Select
From Table
Paged:

Select
From Table
Paged
Oracle:

Select Ver-
sion View:

Select Ver-
sion View
Oracle:

Select Ver-
sions:

select c.COLUMN NAME, c.DATA TYPE, c.NULLABLE,
c.DATA LENGTH, c.DATA PRECISION, c.DATA SCALE, c.COLUMN ID,

CASE WHEN i.COLUMN NAME IS NOT NULL THEN 1 ELSE 0 END AS PRIMARY KEY
from all tab columns c
LEFT JOIN (

SELECT cols.COLUMN NAME, cols.TABLE NAME

FROM all constraints cons, all cons columns cols

WHERE cols.table name = UPPER (@TableName)

AND cons.constraint type in ('P')

AND cons.constraint name = cols.constraint name

AND cons.owner = cols.owner

) 1
ON c.TABLE NAME = i.TABLE NAME

AND c.COLUMN NAME = i.COLUMN NAME
WHERE c.TABLE NAME = UPPER (@TableName)

AND c.OWNER = @SchemaName
ORDER BY c.COLUMN NAME

select c.COLUMN NAME, c.DATA TYPE, c.IS NULLABLE,
c.CHARACTER MAXIMUM LENGTH, c.NUMERIC PRECISION,
c.NUMERIC SCALE, i.ORDINAL POSITION, i.PRIMARY KEY
from INFORMATION SCHEMA.COLUMNS c
LEFT JOIN INFORMATION SCHEMA.INDEXES i
ON c.TABLE NAME = i.TABLE NAME
AND c.COLUMN NAME = i.COLUMN NAME
WHERE c.TABLE NAME = @TableName
AND c.TABLE_SCHEMA = @SchemaName
ORDER BY c.COLUMN NAME

SELECT COUNT (*) from @TableValue where @WhereClause

SELECT DISTINCT QColumns from @TableValue where @WhereClause

SELECT @Columns from @TableValue where @WhereClause

SELECT @Columns from @TableValue where @WhereClause
ORDER BY @OrderBy OFFSET QOffsetRows ROWS FETCH NEXT @PageSize
ROWS ONLY

SELECT QColumns FROM (select @Columns, row_ number ()
OVER (order by @OrderBy)rn FROM @TableValue where @WhereClause
WHERE rn BETWEEN @StartRow AND @EndRow order by rn

SELECT imv_view name FROM sde.SDE table registry WHERE table name = @TableName

SELECT imv_view name FROM sde.table registry WHERE table name = @TableName

SELECT name, owner, version id, status, state id,
description, parent name, parent owner, parent version id, creation time
FROM [sde].[SDE versions]
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Select Ver-
sions
Oracle:

Set Version
Proc:

Set Version
Proc
Oracle:

Set Version
Proc
Param:

Table Fil-
ter:

Table Type
Filter:

Truncate
Table:

Update
Rows:

SELECT NAME, OWNER, VERSION ID, STATUS, STATE ID,
DESCRIPTION, PARENT NAME, PARENT OWNER, PARENT VERSION ID, CREATION TIME
FROM sde.VERSIONS

sde.set current version

sde.VERSION UTIL.set current version

version name

[(“A[0-9])|(*D[0-9])|(M[0-9]) |(*KEYSET_)|(*REV_)|("SDE_)|(IDX\$$)|(*GDB_)|(*DR\$)|(_evw$)|(*SDO_)|
("ST_)|(*SERVER_CONFIG$)|("TABLE_LOCKS$)|("DBTUNES$)|(*COLUMN_REGISTRY$)|(*\GEOMETRY_
COLUMNSS$)|("INSTANCESS$)|("LAYER_LOCKSS$)|("LINEAGES_MODIFIED$)|("LOCATORSS$)|
("METADATA$)|(MBTABLES_MODIFIED$)|(*\LAYERSS$)|(*LINEAGES_MODIFIED$)|(*OBJECT_LOCKS$)|
("PROCESS_INFORMATION$)|(*RASTER_COLUMNSS$)|("SPATIAL_REFERENCESS$)|(*\STATE_
LINEAGESS$)|(A\STATE_LOCKS$)|("TABLE_REGISTRY$)|("VERSION$)|(\VERSIONS$)

("System$)

TRUNCATE TABLE @TableValue

UPDATE @TableValue set @ColumnNames = @UpdateValue WHERE (@WhereClause
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File Path Settings

File Paths are pre-defined application data or storage folder locations. These paths are expected to be relative or complete paths to
a physical folder location accessible to the application. These paths are automatically generated when App Manager and other Riz-

ing Geospatial applications are installed. With this feature you can view and edit the physical location on the server that the applic-
ations use to store any output.

File Path Settings

(> File Path Settings

O Attention! File Paths are pre-defined application data or storage folder locations. These paths are expected to be relative or complete paths to a physical folder location

accessible to the application.

Q | £ Refresh

D

ha

logs

sa

temp

Usage

Name

HPMS Assistant

Site Logs Storage

Report Templates Storage Location
Segment Analyzer

General Temporary Storage

Edit a File Path

To edit an existing file path:

Path

{{DataDirectory}}\ha
{{DataDirectory}}\..\logs
{{DataDirectory}\reports
{{DataDirectory}j\sa

{{DataDirectory}\output

Physical Path I

C:\Program Files (x86)\Transcend Spatial So...
C:\Program Files (x86)\Transcend Spatial So...
C:\Program Files (x86)\Transcend Spatial So...
C:\Program Files (x86)\Transcend Spatial So...

C:\Program Files (x86)\Transcend Spatial So...

o
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# Edit File Path

File Path Settings

1D:

Name:

Description:

Path:

URL:

ha
HPMS Assistant
Output directory to house output job CSV and ZIP files

{{DataDirectory}f\ha

Physical Path: C:\Program Files (x86)\Transcend Spatial Solutions\TDS\App_Data\ha\

% CANCEL + SAVE

1. Locate the row for the File Path you wish to edit and click Edit (pencil icon).

Make desired changes to the form input.

Click Save.
Explore a File Path

To explore an existing file path:

1. Locate the row for the File Path you wish to edit and click Explore (folder icon).

2. Whenfinished, click Back to List (located at the top and bottom of the page).

Upload a New File

1. Locate the row for the File Path you wish to edit and click Explore (folder icon).

2. Clickthe Upload File button.

= GO TO ROOT

Path: reports

Lo~

0

4 UP ONE LEVEL <+ UPLOAD FILE

S 8
0

9_12_16 (1).mrt Crash_SD.mrt

—

3. Navigate to the file you wish to upload and click Open.

4. The selected file will be uploaded to the selected destination.
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Load Balancer File Path Settings

When configuring TDS behind a load balancer it is often necessary to point the File Path Settings to a shared network folder (which
allthe replicated TDS servers would point to). In this scenario, there are various methods for sharing a network drive with an IIS
application/process. Below are the two most common methods.

Option 1 - Change Application Pool Identity to AD Account

One option is to change the TDS application pool to run under an Active Directory account which can then be set to have read and
write privileges to the shared drive. The following steps will guide you through changing the TDS application poolidentity to run under
an AD account.

Change App Pool Identity
1. Create or chose an AD service account to run TDS under.

2. Share the desired network drive with the chosen AD service account.

3. Open IS Manager on one of the replicated TDS application servers.

The following process will need repeated on each TDS application server.
4. Navigate to the Application Pools list, under the appropriate site.
5. Rightclickon TDSAppPool.
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6.

11.

CIi_ckAdvanced Settings.
----- @ Application Pools

[0 R e R R ] SR e e B e e e

4-[8] Sites Filter: - W Go - (g Show All | Grou
4 € Default Web Site Name * Status  .NET CLRV.. Managed F
p -] 1051-event-editor | | [T} METv2.0 Started V2.0 Integrated
b [P 1051gis L2} METv2.0 Classic  Started  v2.0 Classic
b 1051pub ) NET w45 Started w40 Integrated
b -] aspnet_client [} NET 4.5 Classic  Started 4.0 Classic
b tds L} ArcGISWebAda... Started w40 Integrated
1jh;,,,"i‘Classinc:.f‘*«ll:—l'ﬁf'..p:l... Started w20 Classic
Q DefaultbppPool  Started wd0 Integrated

SV TDSAppPonl Ctarted wd 0

L5 Add Application Pool...
Set Application Pool Defaults...

lntenrated

Start
Stop
Recycle...

fif] ¢ m

Basic Settings...
Recycling...

Rename

X

Remove

Advanced Settings...

View Applications

@ Help

Select the options button in the Identity row.

[- Generate Process Model Event L
Appicationbetgenty @

ldle Time-out (minutes)

|dle Time-out Action Terminate
Select Custom account.
Click the Set... button.

Enter the AD service account (prefixed with the domain) and password.

[ Example: DOMAIN\admin.service

Click OK.

Test the individual TDS server

1.

2.

Load the URL to the specific TDS application (not the URL through the proxy).
1. We want to test that the configuration is working for this specific instance.

Go to Administration > File Path Settings.
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3. Modify each of the file path’s to point to the shared folder.

[ Example: \YOUR_SHARED_SERVER\YOUR_SHARED_FOLDER\logs. ]

4. Clickthe testicon to verify that TDS has proper permissions to the shared folder.

QA‘pp Managef- 5 Apps % Administration @ Downloads @ Help - Welcome Rusty!

Administration

File Path Settings

= File Path Settings (i)

© Attention! File Paths are pre-defined application data or storage folder locations. These paths are expected to be relative or complete paths to a physical folder location

accessible to the application.

Q | Y Filter | £ Refresh | & Check Directory Permissions

Status ~ | ID ~ Name v Path ~  Physical Path ~ | Actions ~ =
| @ logs Site Logs Storage \\DEV-APP\tds_test_data\logs \\DEV-APP\tds_test_data\logs |
| seeding Seed File Storage \\DEV-APP\tds_test_data\seeding \\DEV-APP\tds_test_data\seeding & | L
| temp General Temporary Storage \\DEV-APP\tds_test_data\temp \\DEV-APP\tds_test_data\temp AR e

5. Ifthe shared folder is accessible and has read/write privileges the status willbecome green.
6. Ifthe shared folder does not have the necessary privileges (status of red), verify the following:
1. Ensure that the folder is shared with Read and Write privileges with the AD service account.

2. Ensurethatthe TDS Application pool is set to use the AD service account (has the domain filled in and has proper
password entered).

3. Ensurethatyou are running the proper TDS instance (should be directly running the specific replicated TDS server
that you changed the app poolidentity for).

Option 2 - Change Application Pool Identity to Network

An alternative option is to change the TDS application pool to run under “Network” instead of an AD service account (as described in
Option 1). In this case, access to the network will use the domain account for the server.

The following steps can be used in conjunction with the Option 1 steps:

140



("App Manager"

Follow Option 1 instructions but select NetworkService rather than Custom account when selecting the app pool identity.

N LIMIT INTEMval (MINUTes) 3
H Processor Affinity Enabled False
) Processor Affinity Mask 4294967293

A |+ Process Model
» Generate Process Model Event L

N Processor Affinity Mask (64-bit ¢ 4294967295

i [

View [ Content View

RECYCING s
Advanced Settings...

Rename

x Remove

View Applications

Help

I Identity ApplicationPoolldentity
Idle Time-out (minutes) 0 Application Pool Identity
Idle Time-out Action Termin -
Identity (®) Built-in account:
[identity Type, usemame, password] Configy
as built-in account, i.e. Application Pool Ide ApplicationPoolldentity
Service, Local System, Local Service, or as a LocalService

[ S R, T .

Set the shared driver permissions to grant Read/Write access to the server’s domain account.

[ Example: DOMAIN\YOUR_SERVER_NAME.

This option has not been confirmed or tested. This configuration option is based off Microsoft's documentation.

Read more about this option’s configuration
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Scheduling Service Settings

General settings for the Job Execution Manager scheduler service are configured here.

Scheduling Service Settings

i Scheduling Service Settings (1)
Scheduler Settings &

h

duling storage hani SQLite Database -

The storage mechanism used to store scheduled job history details.

Storage DB connection string: Data Source=|DataDirectory[\JEM sqlite;

The database connection string to store scheduled job history details.

Worker Count: 1

The number of workers to create on each application server.

Enable advanced administrator scheduling dashboard

Chanlk thic antinn if uAn want +4 avnncs an aduvancad adminictratar inh erhadulina AachhAard

Internally, Job Execution Manager (JEM) uses a library called HangFire to schedule and run tasks. By default, the HangFire imple-
mentation uses an internal SQLite database stored locally on the application server. This storage mechanism can/should be changed
depending on the deployment configuration and desired functionality. Specific documentation on HangFire can be found here.

If JEM is running in a load balanced environment, then a shared database between the TDS instances must be
used so the instances can stay in sync. The instances can use SQL Server (recommended) or they can be pointed to a
single shared SQL.ite database file by making the SQL.ite database accessible to all TDS instances.

Usage
Scheduling storage mechanism

Select where to store scheduled job history details.

h

duling storage hani: SQLite Database -

To Use:

1. Select the storage mechanism you wish to use from the dropdown.

Scheduling Storage Mechanism Options
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There are 3 scheduling storage mechanisms that can be used — each with their own benefits and limitations.
In Memory — a fully functional storage mechanism that does not persist job history.
This option is good for testing environments or instances where persisted hob history is not desired.

SQLite Database — a file-based database which is the default choice when installing JEM.
This option is good for single TDS instances or where an enterprise SQL Server database is not available.

SQL Server Database —an enterprise SQL Server database.
This option is good for production environments or when there are multiple TDS instances within a load balanced

environment.
2. Ifusing one of the SQL database options, enter the Storage DB connection string in the text box.
Storage DB connection string: Data Source=|DataDirectory|\JEM.=qlite;
3
3. Click Save.

Worker Count

The number of workers to create on each application server. This should match the number of processors that the TDS application

has.

Worker Count: 1

To Use:

1. Enter the desired number of workers.
Increasing the number of workers may effect CPU speed

2. Click Save.
Advanced administrator dashboard

Checking this option exposes an advanced administrator job scheduling dashboard at the specified path.

Enable advanced administrator scheduling dashboard

Check this option if you want to expose an advanced administrator job scheduling dashboard.

Advanced admin dashboard path: scheduler -/l scheduler

The URL path to the advanced administrator job scheduling dashboard.

To Use:
1. Clickthe checkbox nextto Enable advanced administrator scheduling dashboard.
2. Enter desired path to scheduler inthe Advanced admin dashboard path field.

3. Click Save.

View HangFire Scheduler Dashboard
1. Loginto the application server that TDS is installed on.
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2. Go to http://localhost/tds/scheduler.

This will bring up the native HangFire dashboard, which is the underlying scheduling software used in JEM. From this dashboard you
should be able to see the running (hung) process and stop it from there.
R og-ap - Remc =g Doy Commpitas

Hangfire Daghboard Joos @)  Rewies () Recwiing Jobs (1) Senvers (1)

Enqueves Queues
Scheduied (@)
% — ® Ma quewed jobs found. Try Lo entueue B o6
Sucrreed (E)
Faased [ ]
Deiciod (iET)
Awirg ()
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Applications

Installed Applications - manage application settings
Application Profiles - create and manage application profiles

Application Settings - manage general settings used by the applications
Publishing ESRI Service Definition Files - retrieve and publish SD files for application input/export geometry ser-
vices

Integrations - manage custom links and external application integrations
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Installed Applications

The Installed Applications feature allows you to see a list of all the applications that are currently installed. This is where you can
change each applications tracking code, display order and visibility on the Apps Dashboard. You can also easily check if the applic-
ation is licensed and how many profiles the application has.

z . Profiles
(HPMS Assistant ..
Licensed: *This app is licensed Description
Tracking ID: UA-55413605-7 HPMS Assistant™ provides tools specifically designed to address the Federal
Highway Administration's (FHWA's) Highway Performance Monitoring System
(HPMS) annual submittal process.
order: 5
Logo Image: hitps://tsstools.com/cdn/images/TSS_logo.png

Logo Image Style: height: 50px; width: 50px;

[J pisable Application

B SAVE CHANGES

Usage
Tracking ID

This setting allows you to enter your tracking ID in order to send out the Google Analytics metrics for that application to your ID.

To Use:

1. Enter your Google Analytics tracking ID.
2. Click Save Changes.

Order

This setting allows you to change the order of the applications shown on the Apps Dashboard. For example, if you use the Road Ana-
lyzer application most frequently, you can specify it to have the order of 1 and then it will be the first application listed on the Apps Dash-
board.

To Use:

1. Enteranordervalue (from 1 - 6).

2. Click Save Changes.

Disable Application

This setting disables the application so it is no longer visible on the Apps Dashboard. This does not uninstall the application.
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To Use:

1. Checkthe checkbox to disable visibility or uncheck the checkbox to enable visibility.

2. Click Save Changes.

Logo Image and Logo Image Style

With these settings you can add a logo image to the top right corner of application on the Apps Dashboard and have the option to add
styling for the logo using inline CSS.

(HPMS Assistant T

HPMS Assistant™ provides tools
specifically designed to address the
Federal Highway Administration's (FHWA's)

Highway Performance Monitoring System
(HPMS) annual submitial process.

To Use:

1. Enteryourlogo image path in the Logo Image text box.
2. Optional: Enter any desired inline CSS into the Logo Image Styling text box.
3. Click Save Changes.
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Application Profiles

Application profiles provide the ability to create multiple configurations for the same application. By creating multiple configurations
(profiles) you can change defaults and application behavior to better suite the target user's needs. For example, let's say you have a
Pavement group, a Traffic group and an Inventory group and you'd like each group to have their own version of the application that
uses a different map service, default configurations, etc. Application Profiles gives you the flexibility to provide this functionality.

App Profiles

l\ Setup Application Profiles rFurther configuration will occur within the application o

Application profiles provide the ability to create multiple configurations for the same application. By creating multiple configurations (profiles) you can change defaults and

application behavior to better suite the target user’s needs.

Q | & Refresh © Add New
‘Application -y v ProfileID =, ¥  Name v Description ¥ Actions v =
Road Analyzer pavement_group Pavement Group 41710
Road Analyzer traffic-group Traffic Group A1 0
Segment Analyzer pavement_group Pavement Group AL
Usage
Add New

+ Enter New Profile

Application: ~ Select an Application - .
Profile Name: Example: Pavement Group
Profile ID: Example: pavement

Toadd anew profile:

1. Click Add New.
2. Fillinthe Profile Name and ID.

Heads Up! Ifyou are creating a new profile for HPMS Assistant, the Profile ID needs to be 10 characters or less.
If the Profile ID is longer than 10 characters, the validation tables names will be too long causing the validations to
failto run.

3. Click Save.

Run Profile
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To view a profile:

1. Clickthe run arrow icon in the Action column of the Name of the Profile you want to view.

2. Anew browser tab willopen and load the profile of the application you selected.
Edit Existing

To edit an existing profile:

1. Clickthe pencil icon in the Action column of the Name of the Profile you want to edit.
2. Make your edit(s).
3. Click Save.

Delete Existing

To delete an existing profile:

1. Clickthe trashcan iconin the Action column of the Name of the Profile you want to delete.

2. Click Delete in the Delete Profile popup.
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Application Settings

The Application Settings feature allows you to manage general settings used by the applications such as the geometry service URL
and Google API credentials.

Administration

App Settings

/~ Application Settings (1)
Generale

ArcGIS Server Geometry Service URL:

The URL to ArcGIS Server's Geometery service (for doing things like projections, buffering, etc). This

service is typically found in the "Utilities" folder on ArcGIS Server.

Stimulsoft License Key (Encrypted):

Stimulsoft License Key (Encrypted) for full version activation.

Google Maps API Key:

The Google API key required to use any integrated Google components (maps, street view, etc).

Usage
General Application Settings
ArcGIS Server Geometry Service URL
The URL set here will be used by the applications for doing geometry operations, such as projecting map extents.

To Use:

1. Enter the geometry service URL.
2. Click Save.

Stimulsoft License Key (Encrypted)
The Stimulsoft License Key provides full access to functionality found in the Reports tool as well as Report Engine.

To Use:

1. Enter your Stimulsoft license key.
2. Click Save.

Google API

As explained in the Google Maps API Disclaimer, using Google Maps APl components in authentication restricted applications
requires the purchase of the Google Maps API Premium Plan. Once purchased, Google will supply you with a Google Maps API
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Client ID and a Google Maps API Key, and possibly a Maps API Signature and/or Maps API Channel to use in conjunction with the
key.

To Use:

1. Enter your information in the fields provided.
2. Click Save.

You can leave these fields blank if you do not plan to use the Google Maps API (Street View).

Error Report Email

The email address set here is where all error messages reported by users will be sent.

Individual "application profiles" can specify their own error report email addresses which will override this default

recipient address.

To Use:

1. Enter the desired email address.
2. Click Save.

Bing Maps API Key

As explained in Bing Maps APl licensing options, using the Bing Maps APl in authentication restricted applications may require the pur-
chase of the Bing Maps API License Plan. Once purchased, Microsoft will supply you with a Bing Maps API Key.

To Use:

1. Enter your Bing Maps license key.
2. Click Save.

ArcGIS for Portal URL and App ID

The ArcGIS for Portal URL and App ID will be used to authenticate applications.

Thisis needed if you checked the Service requires ArcGIS for Portal authorization option when adding a

.See the topic for full details on setting up ArcGIS for Portal.

To Use:

1. Enter your Portal URL and Portal App ID.
2. Click Save.

Application Base URL

This field should contain the URL used to access your TDS application. This should be configured since some tools, such as JEM's
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generate and email report action, rely on using it as a token for apirequests.

[ Example: https://server-namef/tds. ]

To Use:

1. Enter the URL used to access your TDS application.
2. Click Save.

ArcGIS Portal Fetch Credentials

This field defaults to “same-origin” when left blank which meets most use cases when using ArcGIS for Portal. In certain scenarios
however (for example when using Integrated Windows Authorization), you may need to set the credentials option to “include”, or
“omit”.

To Use:

Ear » o«

1. Enter the desired credential option: [“same-origin”, “include”, “omit”].
2. Click Save.

Include Geometry Service URL

Allows you to enter a geoprocessing service URL for the 'Include Geometry' geoprocessing service. This will be needed to use the
"Create geometry in output table (add shape field)" option in Segment Analyzer.

To Use:

1. Enter the URL to the "include geometry" geoprocessing service.

Tip: The exact name of the "include geometry" service may vary, depending on if the defaults were used when
publishing the service.

2. Click Save.

To publish an ESRI Service Definition file (.sd file), refer to the ESRI documentation (links below). Addi-
tional details and steps are also provided in the topic.

Test Schema Lock GP Service URL

Allows you to enter a URL for the 'Test Schema Lock' geoprocessing service. This will be needed to use the "Test for table schema
lock prior to running process" option in Segment Analyzer.

To Use:
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1. Enter the URL to the "test schema lock" geoprocessing service.

Tip: The exact name of the "test schema lock" service may vary, depending on if the defaults were used when
publishing the service.

2. Click Save.

To publish an ESRI Service Definition file (.sd file), refer to the ESRI documentation. Additional details and
steps are also provided in the topic.

Geoprocessing Services Polling Rate

The number of milliseconds you want the service to wait between checking geoprocessing service job statuses (the service check
rate).

To Use:

1. Enter a wait time in milliseconds.
2. Click Save.

Geoprocessing Services Account Username and Password

The service account username and password which will be used to authenticate against any geoprocessing services executed from
the server.

If using ArcGIS for Portal authorization, TDS will attempt to authenticate geoprocessing services through Portal
as well. Therefore, you'll need to ensure that the "Geoprocessing Services Account Username/Password" is also a built-in
ArcGIS Portal account. See the topic for full details on setting up ArcGIS for Portal.

To Use:

1. Enter the username and password for the account.
2. Click Save.

Map Services Account Username and Password

The service account username and password which will be used to authenticate against any map services consumed from the
server. Thisis required if the map service is secured and/or is using ArcGIS branch versioning. If you add multiple map services for
the applications to use, this account must have access to them all. These credentials will be used to authenticate with Portal and then
query ArcGIS server for the data.

To Use:

1. Enter the username and password for the account.
2. Click Save.
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HPMS Assistant Settings

FHWA Validation Seed File Version

The version of the current seed file included for seeding the FHWA validations for HPMS Assistant. This value is auto populated
when a new version of HMPS Assistant is installed - or - the seed data is updated manually or by importing a new validations seed file.

HPMS Metadata Seed File Versions

The HPMS Metadata includes all settings related to Data Groups and Items that will be used to create data tables and CSVs for
FHWA submittal. The HPMS Metadata Seed File Version (latest release) value is auto populated when the application or the
seed data file isupdated. The HPMS Metadata Seed File Version (last used) value is the last version of the seed file that is cur-
rently being used in HPMS Assistant.

When a profile in HPMS Assistant is opened, the application willautomatically compare these versions and if the version numbers do
not match, you will be notified that updates are available.

Remove HPMS Validations on HA Profile Delete

When a HPMS Assistant profile is deleted, this setting will affect whether or not the HPMS validations created in the associated Val-
idation Assistant profile are also deleted. If set to true, the validations will be deleted. If set to false, the validations will not be deleted.

Example: Multiple HPMS Assistant profiles are associated to the same Validation Assistant profile, then the validations
should not be deleted, so you would enter false into this setting.

HPMS Data Table Section Cutoff Length

When the HPMS Data Table is built, sections having a length less than or equal to the value set here will not be included in the table.

Certified Mileage Calculation

The SQL statement entered in these settings will be used to calculate the certified mileage which is used to Validate Certified Mileage.
Unless any edits are made, HPMS Assistant will use a calculation based on the standard logic outlined in the FHWA documentation.

Summary Table Calculations

The SQL statement entered in these settings will be used to produce the County, Urban, and Statewide Summary Tables. Unless
any edits are made, HPMS Assistant will use a calculation based on the standard logic outlined in the FHWA documentation.

Job Execution Manager Settings

This setting provides the ability to set the Maximum number of records per translate request. This setting is only available in the app-
mgr Ul and as there is no Application Setting Ul in the JEM app. The default value is 1000.

To Use:

1. Enter adesired number between 1 and 1000.
2. Click Save.

Segment Analyzer Settings

Avoid Spaces as a Delimiter
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When entering any route(s) into Segment Analyzer, if Avoid Spaces as a Delimiteris set to "true" the Route IDs will not split or trim
the spacesin the Route Id. If your Route IDs do not have spaces, you can enter “false” for this setting.

To Use:

1. Entertrue/false.
2. Click Save.

Column Names

The following settings provide the ability to override Segment Analyzer's default column names for ID, Route ID, From Measure and
To Measure and configure them to custom field names.

ID Column Name: Id

Column name that will used for Segment Analyzer output table ID field.

Route ID Column Name: Routeld

Column name that will used for Segment Analyzer output table route ID field.

From Measure Column Name: FromMeasure

Column name that will used for Segment Analyzer output table from measure field.

To Measure Column Name: ToMeasure

Column name that will used for Segment Analyzer output table to measure field.

To Use:

1. Enter your information in the fields provided.
2. Click Save.
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Publishing ESRI Service Definition Files

In order to utilize geometry input/export features in Rizing Geospatial's applications such as the "Include Geometry GP Service" and
"Test for Table Schema Lock" in Segment Analyzer, as well as the "Export Geometry" feature in HPMS Assistant, a geoprocessing
service must be published and configured in TDS. Once published, the service URL must also be configured in the Application Set-

tings for each app utilizing the service. The SD files available to publish the services are available from the TDS App Manager Down-

loads page.

Usage

Download and Publish a Service

1. Clickthe Downloads tab in top menu of App Manager. There are 2 differentinclude-geometry.sd files; one for ArcGIS
Desktop and another for ArcGIS Pro. Find the file that matches your environment and click DOWNLOAD.

Q | Y Filter | %3 Refresh

Creation Date

03/31/2101:47 PM

04/16/20 08:58 AM

03/31/21 01:45 PM

04/26/19 09:15 AM

04/01/2112:01 PM

v Description i
Route geometry export G...
File used by HPMS Assis...

File used by HPMS Assis...

RE template for SLD print...

RA widget for Event Edito...

Product « v File Name N
HPMS Assistant route-geometry-export.sd
HPMS Assistant hpms_metadata.tss
HPMS Assistant validations.tss

Road Analyzer SLD Print.mrt

Road Analyzer event-editor-widget.zip
Segment Analyzer include-geometry.sd

Segment Analyzer include-geometry-pro.sd

04/01/21 10:54 AM

04/01/2110:52 AM

ArcGIS Desktop include g...

ArcGIS Pro include geom...

Segment Analyzer test-schema-lock.sd

04/01/21 10:55 AM

Test schema lock GP ser...

Download v Actions
o
o1
ores
ores

~ Actions

2. Publish the SD file. This can be done either from ArcGIS Desktop or through the ArcGIS Manager web interface. Links for

detailed steps from ESRI are provided below as well as brief step-by-step instructions for each method.

Publishing a service definition to the server in ArcGIS for Desktop

Publishing a service definition to the server in Manager

3. Enterthe URL into the Application Setting for that feature.

Example: For the includegeometry.sd, after publishing the SD file, you would enter the URL into the "Include Geo-

metry Service URL" setting.

Publishing from ArcGIS Server Manager

1. Launch ArcGIS Server Manager.

2. Click Publish Service in the upper right corner.
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3. Selectthe downloaded SD file (ex: includegeometry.sd).

@ ArcGIS Server Manager m Site Security Logs

OGC Services KML Network Links Sharing

Folders |F| |w| |§|

Irs # (Map Service) @ A o' X

Site (root) a7

Publish Service

aac

adot

]

Caltrans Select the service definition {.sd file) you want to publish.

]

]

T Service Definition: | Choose File | include-geometry (6).sd

ctdot

DataReviewer

dataReviewer2

]

]

ddot

]

Click the Next button.

Select a folder location and make any desired changes (if applicable).
Click Next.

Click Publish.

N o o &~

Publishing from ArcGIS Desktop

1. Open ArcMap or ArcCatalog.
2. Connecttothe folder location where the service definition file has been downloaded to.
3. Navigate to, and right click the SD file.
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4. Click Publish as a Service....

(Catalog nx

-l @| E- (e g E

Location: |_‘E incude-geametry.sd V|
~

= Ed Folder Connections

£ pegasus-files
£ tim-temp
£ tmp

£ C\Workspac
£ C\Workspac

Home - Documents! ArcGlS

= £ C\Users\rgreen\Desktop

£ C\Users\rgre Bl Copy
£ C\lUsers\rgre % Delete

= ﬁ Toolboxes

Publish as a Service...

—
My Toclboxe [tern Dersrintioen

Systern Toolbrowes
Eﬂ Database Servers

= @ Database Connections

& Add Database Connect

',3 Connection to mavric-

Connection to mdot-w

xd
xd

Connection to mdot-

Publish as a Service

Publish this itern as a service.
Before publishing as a service, you
must first create an administrative
connection to that server in the
G5 Servers folder in your catalog.

5. Selectthe connection, folder, and other details.

6. ClickFinish.

[SEJnlEEj alealn ﬁ] sajpadold Yneds 1pg H]
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Integrations

Integrations allows you to add and manage custom links as well as application integrations that are external to the Transportation

Data Server application. Integrations can be embedded or added as links that displays on App Manager's home page.

QA‘pp Manager.” we @ simiisson

\Arrid As>3I1stdin

HPMS Assistant™ provides tools
specifically designed to address the
Federal Highway Administration's (FHWA's)
Highway Performance Monitoring System

(HPMS) annual submittal process.

@ Help ~

¥aUuduuir Assi1sdIn

Analyze and resolve data discrepancies
with Transcend's Validation Assistant™. VA
provides cross-app integrations to resolve

your data issues using standard business
processes.

\SEYIIEIR Alduyyzer

Segment Analyzer™ provides the ability to
combine road characteristic data that has
been modeled in un-segmented relational

tables into segmented tables based on a

Welcome Jodie! [l WXl N) 8

variety of methods.

222 Links 3 Avaitable

(SharePoint = (IMUser Guide

((Google Maps
} Google Maps
. Click to launch integration &
SharePoint -

Usage
Add New

To add a new integration:

& Manage Custom Integrations

Add and edit custom web applications and links that are external to the Transportation Data Server application.
Q | ¥ Filter | & Refresh

Add New
Name ~ URL

~ Embedded.r Disabled xx Actions = =
|SharePoint https://www.office.com/?auth=2&home=1 ¥ @
|IM User Guide hitps:/rdocs.tsstools.com/im/Content/Home.him 14171010
|GOOQ|€‘ Maps https://google.com + S8 m
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1. Click+ Add New to open the new Integration form.

< Enter Mew App Integration [1Examples ~
Hame:
URL:
Description: ex: Integration link to open google maps in a new tab

D Make integration embeddable within the page

Check this option if this "integration” is more than just a "link" to ancther application/page.
"Embedded" integrations will be displayed (embedded) within the current application and will attemnpt
keep parameter values in-sync. There are certain criteria for embedding integrations, please refer to
the docs for more details.

Link opening behavior: New window or tab -
Same window: Open the linked document in the same frame {overwriting the current window)

New window or tab: Open the linked document in a new window or tab (preserving the current window)

lcon URL:
T
Link column span: 3

[[] Disable integration (prevent usage)

Check this option to prevent the usage of this integration, without deleting it.

To view examples of popular integrations, such as ArcGIS Map and Google Street View, click Examplesin

the top right corner and select the integration you would like.

Enter a name for the link or integration in the Name field.
Enter the URL for your externallink or integration in the URL field.

Enter a description for the link or integration in the Description field.

ok v DN

Checkthe box beside Make integration embeddable within the page to make the integration embedded within the
application. If unchecked, the integration will be a click-able external link.

6. Selectthe Link Opening Behavior from the dropdown. Options include:
1. Same window - Integration will load in the current browser window
2. New window or tab - Integration will load in a separate browser window

7. Ifyou'd like animage or icon to display for the link or integration, enter a URL for the image in the Icon URL field. (image will
display inside the link as shown below)
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222 Links 3 Available

( SharePoint IM User Guide *

SharePoint

If no Icon URL is added, the link will display the link theme color selected below.

8. Clickonthe Link theme color selector to select a color for the link or integration. (selected color will show in the back-
ground of the link icon, or behind the image if you've added an Icon URL)

9. Enter the number of horizontal blocks (1-12) you wish the link or integration to take up across the display in the Link
Column span field.

10. Youcandisable the link or integration by checking the Disable integration (prevent usage) checkbox.
11. Click Save.

Change Order

To change the order of existing integrations in the Integrations menu:
1. Clickthe up or down arrow in the Actions column of the integration you want to reorder.

Update Existing

To update an existing integration:

1. Clickthe pencil icon in the Action column of the integration you want to update.
2. Make the needed updatesin the form.
3. Click Save.

Heads Up! Disclaimer: All Google Maps JavaScript API applications are subject to the limitations of Google's Terms of Ser-
vice. Therefore to use any imbedded Google Map tools within the applications, you will need to adhere to Google's Terms of

Service - this typically means you need to purchase an enterprise license. To learn more please visit Google Maps' Geta
Key/Authentication page.

Test Integration

Q | Y Filter | & Refresh

© add New
Name ~ |URL ~ | Embedded .r Disabled :x Actions ~ =
|SharePoinl https://www.office.com/?auth=2&home=1 116818
|IM User Guide https://docs.tsstools.com/im/Content/Home.htm tid1s ﬁ
Google Maps hitps://google.com I A1 ®
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To Testan integration:

1. Clickthe angled arrow icon in the Action column of the link or integration you want to test.

2. Theintegration should open in a separate browser window.

Delete Existing

Q | ¥ Filter | & Refresh © Add New
Name ~ |URL ~ Embedded .r Disabled:: Actions w7 =
‘SharePslnl https:/fwww.office.com/?auth=2&home=1 I1¥171C 1@
‘IM User Guide https://docs.tsstools.com/im/Content/Home. htm ti+171C
Google Maps https://google.com t A @

To delete an existing integration:

1. Clickthe trashcan icon in the Action column of the link or integration you want to delete.

2. Click Delete in the Delete Integration popup.
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Actions

The Actions section holds a few options that affect all the applications and users. These may be needed by administrators when mak-
ing changes that affect users or an application.

Actions ©

@ Force all users to re-authenticate
Forces all users 1o re-sign in, their next visit. Currently all users that have not signed

in after Mar 16, 2018 will be forced to re-authenticate

= Restart application

Shutdown and restart the server application.

& Refresh Privileges
Seed any missing privileges and update privilege details (names, descriptions, etc)

to the latest. No action will be taken if no privilege updates are found.

Usage
Force all users to re-authenticate

This action will require all users in their next visit to re-sign in.

Example: If you need to change the Role Privileges for a User Group and then this will force the application to sign every-
one out so that the application has to go back and re-query their privileges.

1. Clickonthe Force all users to re-authenticate text.
2. Click Continue.

The date will be updated on the Administration page and the Invalidate All Tokens date and time on the

page.

Restart application

This action will shutdown and restart the application on the server.

Example: An application has been installed but it not showing on the Apps Dashboard, then this could recycle the applic-
ation pool to force it to find all the applications installed.
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1. Clickon the Restart application text.
2. Click Continue.

Refresh Privileges

Privilege names and descriptions are seeded when TDS is initially installed and do not automatically get "reseeded" when a new ver-
sion of TDS (App Manager) isinstalled. This action "reseeds" the privilege list and willadd any missing privileges, remove any non-
licensed (or uninstalled) privileges, prune any duplicate privileges, and update privilege names and descriptions with the latest
installed version. The number of privileges updated will be displayed to the right of the Refresh Privileges text. If no privilege
updates are found, it will display "0 privileges updated.”

& Refresh Privileges
Seed any missing privileges and update privilege details (names, descriptions, etc)

to the latest. No action will be taken if no privilege updates are found.

1. Clickonthe Refresh Privileges text.
2. Click Refresh.
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I'm seeking to expand my knowledge of Application Manager

You've got the fundamentals down, now's the time to explore the topics below to broaden your knowledge. The following sections
cover system requirements, application configuration and everything you need to know to get the underlying web application frame-
work (.NET MVC) up and running in your environment.

Advanced Configurations

Setting Up Configuration Store Permission
Application Architecture
Application Security
Diagnosing Installation Errors
Manual Installation
Options and Silent Installs
Scalability and Performance
WCAG and 508 Compliance

Services API Reference

We suggest the following steps when getting started:
1. Familiarize Yourself With RESTful Services:
Representational state transfer (REST) is a style of software architecture for distributed systems such as the World Wide
Web. REST has emerged as a predominant web APl design model. The term representational state transfer was intro-
duced and defined in 2000 by Roy Fielding in his doctoral dissertation. Fielding is one of the principal authors of the Hyper-

text Transfer Protocol (HTTP) specification versions 1.0 and 1.1. Read about Representational State Transfer (REST)
architectural principles and how to consume REST services. Learn more...

2. Consume the Services/Data:

You can easily consume endpoints marked as a "GET" request by simply navigating to the urlin your browser. The
browser will display the response from the service in your browser window. There are many clients and plug-ins
available to help construct service requests:

Chrome Advanced REST Client Plug-in
Firefox REST Client Add-On

Fiddler

.NET REST Client

Java REST Client
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Advanced Configurations

Allrequired system-level configurations will automatically be configured through the installation wizard. Other application settings can
be configured directly through the application's Administration Interface. However, under certain scenarios (uncommon), it may be
required to manually make system-level configuration changes directly on the application server (or servers if more than one) -
rather than through the application's administration Ul.

If any changes are manually made to the application's web.config file (not recommended), then those same
changes will have to be made after installing new versions of the software. The existing web.config file will be overwritten

with every installation/update. Configuration settings will automatically be restored by the application, from the con-
figuration database, upon application start.

Configuration Storage Mechanism

The application needs a place to store application configurations, user preferences, saved templates, and other session persisted
information. The default storage mechanism willuse a “SQL Compact Edition” file database that will be located in the “App Data” dir-
ectory of the application hosted on IIS.
The configuration data store, out of the box, can be configured to point to any of the following databases:

SQL Compact Edition

SQL Server

Oracle

Detailed step-by-step instructions for setting up your configuration store can be found here:

166



("App Manager"

Default Configuration Database (Not Load Balanced)

TDS Configuration Database Application D Web.Config file
5QL Server Compa Server % Pointer to config DB
TDS.sdf .

All application configuration is stored in this configuration
database. When the app loads, it will update the web.config, if
necessary. The only setting in the web.config that will never be

updated from the configuration database is the “connection string”
to the configuration database.

User
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Configuration Database in a Load Balanced Environment

Application

Server ™ Web.Config file
Pointer to config DB

TDS Configuration Database =
SQL Server \\

\

Application

Server ™ Web.Config file
Pointer to config DB

All application configuration is stored in this configuration database. 1
When the app loads, it will update the web.config, if necessary. The only

setting in the web.config that will never be updated from the

configuration database is the “connection string” to the configuration

database.

||

LTSN

User

Configuration for Load Balanced Environments

The application can be replicated to multiple application servers and function in a load balanced environment, however the following
considerations should be taken:

The connection to the configuration database must have read/write permissions, in order to create objects (ONLY within
that specific database/catalog).

The configuration database must be shared by all the replicated application servers, and therefore must be an enterprise
database, so that all application instances can point to the same configuration store. See the Configuration Storage Mech-
anism section for details on changing this.

The web.configs, for each application instance, must be identical across all the applications. This can be done through the
Configuration Store component (see steps below).
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AllFile Path Settings must be pointed to a shared folder (which all TDS instances can access). The only exception is the
"logs" file path.

Server-side caching must be turned off in the General Server Settings.

Steps to follow, for setting up TDS behind a load balancer:

o g~ e N =

10.
1.
12.
13.
14.

15.
16.

Install the first TDS instance on the first application server.

Navigate to the Configuration Store page under the Administration Console.

Check the Specify Database check-box.

Enter in database connection info for the enterprise configuration database, which willbe shared across TDS app instances.

Test the connection, to make sure it is valid; the connection must be valid before saving.

Click Save and confirm save in the confirmation popup.

1. If saved successfully, this will reload the page and take you back to the Administration page.

2. This process can take several minutes, please be patient.

Import your license (see License section).

Update all of your File Path Settings to point to shared folders.

1. Example:

2. NOTE: there are several strategies that can be used to share a network drive with a particular application. One is to

Change "temp" from "{{DataDirectory}}\output" to: "k:\shared_app_files\tds\output\"
Change "temp" from "{{DataDirectory}}\seeding" to: "k:\shared_app_files\tds\seeding\"

Change "temp" from "{{DataDirectory}}\logs" to: "k:\shared_app_files\tds\logs\"

change the TdsAppPoolidentity to an AD service account

1.

o a0~ wbd

11S > Application Pools > Right click "TdsAppPool".

Click "Advanced Settings".

Change "ldentity" to "Custom Account".

Enter the service account you would like the application to run under.

Share the network drive with the service account that the application is running under.

After updating the File Path Settings to point to shared folders, test the privileges using the built in
"Test" action in the File Path Settings grid.

Make any additional global application configuration/settings changes.

This step is optional (see the Note at the end of this list).

Install TDS on the second application server - this will be the replicated (second) instance of the TDS application.

Navigate to the Configuration Store page under the Administration Console.

Checkthe Specify Database check-box.

Enter the exact same connection info that was entered in Step 4 (connection to the enterprise configuration database).

Click Save (and confirm save in the confirmation popup).

If saved successfully, this will reload the page and take you back to the Administration page

This process can take several minutes, please be patient

Once the site has loaded you should see the same configuration settings that were set on the first TDS instance.

Repeat steps 9 through 14 for each additional replicated instance of TDS (each additional application server behind the load

balancer).
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After making any global application configuration changes (things like

i i )

) , etc) you may need to restart each of the TDS applications. You can perform this restart by
clicking actionin the under

IS Authentication

When running the installation wizard, it is recommended to check the Use Integrated Windows Authentication (Active Directory)
option, if you plan to use Windows Authentication within the application. If you decide to change to or from Windows Authentication
(or for some reason the installer could not automatically do this for you) then you will need to manually enable or disable Anonymous
Authentication and enable or disable Windows Authentication from within 1IS (depending on whether you are turning it on or off).

1. Open Internet Information Services (11IS) Manager.

2. Click on the application node.

3. Double click Authentication under the IIS section.

4. Toturn on Windows Authentication:

Set Anonymous Authentication to Disabled
Set Windows Authentication to Enabled

5. Toturn off Windows Authentication:

Set Anonymous Authentication to Enabled
Set Windows Authentication to Disabled

6. Reload the application. You should be prompted by the browser to enter your Windows credentials (depending on your
browser, you may automatically be authenticated).

By enabling Windows Authentication, within IS, you are requiring authentication to happen at the 11S level (outside
of the actual application). To get the application to recognize the 11S authentication mechanism, and use your Windows

account, you must configure the appropriate authentication mechanism from within the application. See the
section for details on changing this setting.

IIS Permissions

In order for the application to be able to make configuration changes from the user interface (Ul), the built in 11S account/user (typ-
ically IUSR or [IS_USRS) must have full permissions on the root directory of the application. If this is not present, then configuration
changes made from the client side application will not be successfully persisted. This permission setting will automatically be
configured by the installation wizard. However, if for some reason this needs to be done manually, below are the following
steps to set these permissions:

Open Internet Information Services (11S) Manager.
Right click on the application node.

Click Edit Permissions.
Click the Security tab.

o kb w b~

Make sure the user account/group that IS is running under has Full Control.
This user is typically IUSR or IIS_USRS

You can find more information about IS built-in user and group accounts here

1IS Application Pool Recycling

In order to run long server processes within the application 11S must be configured to not recycle the application pool automatically.
Additionally this will keep the application from idling and will increase the response time of the first request to the application after no
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use for an extended amount of time. These related setting will automatically be configured in IIS by the installation wiz-

ard. If you are manually deploying the application or if the installer was unable to make this change, they can be made with the fol-
lowing steps:

o0~ wbd -~

Open Internet Information Services (lIS) Manager.

Clickonthe Application Pools node.

Right click on the app pool that TDS is running under (the defaultis "TDSAppPool").
Click Advanced Settings.

Under the Process Model section, change the Idle Time-out (minutes) setting to "0."

Under the Recycling section, change Regular Time Interval (minutes) setting to "0."
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Setting Up Configuration Store Permission

When using an enterprise database (such as SQL Server or Oracle) as a configuration store, the database should be a new empty
database and the connection to this database should use a database user that is the schema owner of its own schema (a user with
read/write to its own schema only). When configuring this "Configuration Store" connection string, it isimportant to use a database
user that does not have access to anything outside of this "TDS" configuration database - in order to mitigate any risk of inadvertently
modifying or accessing other data.

Steps for SQL
Grant DBO Permissions

The application, by default, uses the dbo schema and therefore needs to be granted dbo permissions.

This can be done with the following steps:

The following steps will use the database/user name of TDS_CONFIG, which could vary depending on your envir-

onment:
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1. Loginasadministrator and expand the TDS_CONFIG db, then expand Security, and then Schemas.

= | J TDS_CONFIG
[ Database Diagrams
[ Tahles
3 Views
[ Synonyms
[d Programmability
[ Service Broker
[ Storage
= L3 Security

[ Users

[ Roles

= [ Schemas
|#] db_accessadmin
|E] db_backupoperator
|#] db_datareader
|7 db_datawriter
|#] db_ddladmin
|E] db_denydatareader
|#] db_denydatawriter
|7 db_owner
|#] db_securityadmin
B dbol
|E] guest
Iﬂ INMFORMATIOMN_SCHEMA
& sys
\E] TDSUser

[ Asymmetric Keys

[ Certificates

[ Symmetric Keys

[ Database Audit Specifications

2. Rightclickon dbo and select Properties, and click the Permissions tab.
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3. Clickthe Search button towards upper right and type in TDS_CONFIG as the object name and click OK.

&)

tssrdp.tsstor

Select a page

1 General

ﬁ Permissions

% Edended Properties

8 Scrpt = [ Help

Database: [TDS_CONFIG

View database permissions

Schema name: |dbo

lzers or roles:

Select these object types:

Users, Database roles, Application roles

Enter the chject names to select (examples):

TDS_CONFIG]
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4. The TDS_CONFIG now shows up in your list of Users or Roles.

Selecta page )

12 General 55 Script ~ [ Help

2

% Exended Propeties Database: [TDS_CONFIG |

View datsbase permissions

Schema name: |dbo |
Users or roles:

Mame -l—:..p_a Search
‘A | TDS_CONFIG e

Permissions for TDS_CONFIG:
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5. Towards the bottom of the screen will be the permissions for the TDS_CONFIG user to access the dbo schema.

| |

Pemissions for TDS_COMNFIG:
— ESaEs | | R
= - o [
Control ] ] ]
Contral dbo [w] ] ]
Create sequence O ] O
Delete ] ] ]
Execite |:| ] |:|
Insert O Il O
Select L] L] L]
Take ownership ] ] ]
Update Ol O ]
View change tracking ] ] ]
View definition ] ] ]

The Control option includes all CRUD operations.

6. Point TDS’s configuration store setting to point to this new database using the TDS_CONFIG DB credentials.
Other Notes

CRUD dbo permissions are required for the TDS application to work with a SQL Server instance as the configuration store.

Steps for Oracle

COMING SOON
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Application Architecture

The "Transportation Data Server (TDS)" application is the "wrapper", server-side, application that hosts a number of supporting
web services and all of the client-side web applications (which consume those web services) - for example: Road Analyzer (RA), Seg-
ment Analyzer (SA), Validation Assistant (VA), HPMS Assistant (HA), Road Video Viewer (RVV), etc.

TDS is typically hosted in a standard enterprise-level IT environment, with supporting LRS transactional components - such as an
LRS geodatabase and GIS map services. TDS is compatible with most LRS models and is often used in conjunction with Esri's Roads
& Highways product, however Roads & Highways is not required. There are many different infrastructure configurations and envir-
onments that TDS can be ran within. Below is a listing of the most common configurations:

Systems Architecture - no load balancing

This option has no load-balancer in either the GIS or web tier. This is a fairly common architecture for Roads and Highways envir-
onments. Itis not necessarily a big risk in that the most performance intensive component in this stack is ArcGIS Server (which could
be setup to use clustering, instead of a load balancer). Most of the "web tier" components are simple HTML/JS/CSS applications that
do not drastically benefit from a load balancer (unless you have hundreds of thousands of users).

Pros:
Simple to configure and understand.
The GIS tier (ArcGIS Server) can still scale using clustering.
Uses standard configurations in both web and GIS tiers.
Cons

The web-tier is not easily scalable.

The GIS-tier is not easily scalable, from a load balancer standpoint, but could scale via clustering.
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Standard System Architecture (non-load balanced)

>
Used primarily for application
data output and temporary v Desktop Tools
data analysis storage * Intersection Manager
- » Other Desktop Tools
e
Sync Process -
Output/Workspace Transactional Publication Database
Database Data

Minimum Specs
= NET4.7.2
* Windows Server 2012
« lIS85
Suggested Specs
* 4+ GB RAM
* Windows Authentication Enabled

ArcGIS Server consumes data
From the Transactional Database

Application Server
Running:
AreGIS Server Web Adapter =
Transportation Data Server
Segment Analyzer
RCE
Other Web Apps Arsls e

ArcGIS Server consumes data
from the Publication Database

» Apps can be split over multiple servers

» App server can be replicated (sit behind a load balancer)

* [t is suggested that Web Adapter is installed on the
Application Server if you are using Windows Authentication
due to cross-machine authentication restrictions

ArcGIS Server Notes
Can be setup using clusters or with a load balancer

Systems Architecture - load balanced GIS tier and non-load balanced web tier

This configuration provides load balancing for the most common "stress-point" - ArcGIS Server. This configuration provides the most
benefit with the least amount of work (configuration), if a load balancer is already planned to be used.

Pros:

Simple web-tier configuration.

Easily scalable GIS-tier.

Uses standard configurations in both web and GIS tiers.
Cons

More complex configuration for GIS-tier.

Web-tier is not easily scalable (not necessarily a big deal unless you plan on having a very large user group).
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Load balanced GIS-tier and non-load balanced web-tier

Output/Workspace E

Database
ArcGIS Server
_ Transactional
Database
A ArcGIS Server
Application
Server
s TOS
* ROdE

Systems Architecture - load balanced GIS tier and load balanced web tier

This option provides the most "scalable" and fail-safe solution, but also requires the most configuration and maintenance.

Pros:
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Completely scalable.

Ability to do server updates without affecting users.

Cons
More difficult configuration.
More difficult troubleshooting and diagnostics (both web and GIS tiers).
Increased maintenance (more servers to run installations, backups, Event Editor configuration sync, etc).
Must use a SQL Server database as a configuration database for TDS (which each TDS instance points to).

Must have shared network folders between TDS instances (if using print or reporting capability within RA).

Fully load-balanced (GIS-tier and web-tier)

L
Output/Workspace /" Application \
Database / server
A

Oradle or SQL Server y ArcGIS Server Shared Access-
- ——Sharsd Accass—— /
\
\ /
Shared Folder(s) ", /
N
Transactional

N\
Database

\
N

TDS Configuration Database Application
S0L Server Server

ArcGIs Server

User

Heads Up! When placing TDS (the web-tier) behind a load balancer their are several configuration options that must be
considered in order to keep the multiple instances in sync. See the "Advanced Configurations" page for details on con-
figuring the application behind a load balancer.

Data Flow and Connections

Data is accessed and consumed in various ways, depending on the particular application running. The two most typical data con-
nection types will read data from a "Map Service" (typically ArcGIS for Server) or by directly connecting to the database from TDS
(through a set of secured REST services). TDS can be configured to point to many different data sources, both spatial (geodata-
bases) and non-spatial (standard RDBMS, no geodatabase).
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Heads Up! Itis highly recommended that the data source connection to your "Transactional Database" be read-only. You
should configure the connection to use an account that has "read-only" access to the data. This will mitigate the risk of acci-

dental edits or loss of important data.

Used primarily for Application data output and
temporary data analysis storage.
*This database is not required for all products.

y, .
Output/Works‘pal:e Efansaclional APEGIS Server
Database ‘-\ / Data /
\ (_2’ /
) / /
Read fwrite Read-only /

Used to store TDS specific items, such as: A / /

* Templates \ / f

®  Security configuration \'\_ ’,-" /

* General application configurations 4 4 f

&  Profiles /

* eic /

TDS Read-only
(running on application server) ,’f
/
/
/
/
TDS Configuration Database /
/
/
/
Secured REST Services /
/
/
.4

Web Apps

ﬂ
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Application Security

Application Security

All of Rizing Geospatial's products provide safeguards to help prevent SQL injection attacks by making use of paramaterized SQL
queries within the .NET framework. While there are safeguards in place to prevent SQL injection attacks, within Rizing Geospatial's
products, the recommended data access architecture is intended to provide the greatest defense mechanism. Securing data access
via connection account privileges and application user/role/privilege assignment is critical to mitigating the risk of unintended server
and database access. This is particularly important due to the fact that some functionality in Rizing Geospatial's products do require
some level of dynamic SQL input. Itis critical that only authenticated and trusted users have access to this functionality. All database
connections to the transactional data should be configured to use a read-only connection. See "Data Flow and Connections" on
page 180 for more details.

ArcGIS Server does include a security option to help prevent SQL injection attacks through the use of "stand-
ardized queries" functionality, which prevent the use of database-specific functions and syntax from being used within a

supplied map service query "where clause". This security measure is turned on by default in ArcGIS Server. More inform-
ation can be found here:

The application’s security policy can be configured to use a number of different authentication and authorization mechanisms. See
the Authentication topic for details on the supported security settings and how to configure them, as well as the other Security section
topics.

Secured Services

Application security happens at the web service level. This means that authorization and authentication must be satisfied (based on
the configuration) for any service/endpoint to be consumed. The application uses a token-based authentication system. This means
that the user will first need to provide a set of credentials to verify who they are. The application will take those credentials and gen-
erate a token with an expiration date that can be passed by any subsequent requests to services for authentication. The application
will cache the token that it receives after “logging in” and will pass that token as “Authorization” header in the HT TP request for every
request made to the application services.

Data Security

In order to properly secure the data transactions between the web application and the services, HTTPS (SSL) must be configured
and used on the application server. If HTTPS is not used then the HT TP traffic could potentially be “sniffed” by anyone else on the net-
work.
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Installation Errors

The following is a list of common application errors you may see when a component is not configured completely or correctly:

Access to the database file is not allowed

If the TDS application is configured to use a local configuration file (SQL Compact Edition), and the correct permissions have not
been set, you will see the following error message when you try to load the application:

‘;i;;; = [@ notpsgtocshostis O =] &][##] "B Access to the dekabase He b, % Mii]

Server Error in 'ftds' Application.

Access to the database file is not allowed. [ 1914, File name = C:\inetpub\wwwroot\tds\App Data\TDS.sdf,SeCreateFile |
Description: An unhandled exception accurred during the execution of the current web request. Please review the stack trace for more information about the emor and where it originated in the code

Exception Details: System Data SqlServerCe SqiCeException: Access fo the database Sl is not allowed. | 1914, File name - C:unetpublervwrootitds\App_DatalTDS sdi, SeCreateFile |
Source Error:

an ion was

during the of the curzent web request. Information regarding the origin and location of the

can be identified using the ion stack trace below.
Stack Trace:

[SglCeExcaption (@xB8064885): Access to the database file is not allowed. [ 1914,File name = C:\inetpub\wwmrootitds\App_Data\TD5.sdf,SeCreateFile ]]
System.Data.SqlServerCe.SqlCeEngine . ProcessResults (IntPtr pError, Int32 hr) +202
System.Data.SqlServerCe. SqlCeEngine . CreateDatabase() +957

System.Data.Entity.SqlServerCompact .SqlCeProviderServices . DbCreateDatabase(DbConnection connection, Nullable*1 timeOut, StoreltemCollection storeltemCollection) +429

This error can be resolved by setting “write” (full) access to the application (tds) directory for the user/group that IS is running as (typ-
ically “lUSR” and “IIS_IUSRS”). See Advanced Configuration for more information.

Retrieving LRS Metadata / An Error Occurred

Typically when the “Retrieving LRS metadata” entry in the app log shows as an error, there is a problem with the configured map ser-
vice. If the failed HTTP request provides a more detailed message, the application log will display it, otherwise it will simply log “An
error occurred”. The following steps can be taken to diagnose this error:

1.
2.

Clickthe Test URL button and verify that the map service exits and you can accessiit.

If you are using https, verify that you have the proper certificate for the server that the map service is hosted on.
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3. Ifyouhave the Map Service Has LRS Capabilities option checked, verify that the LRSServer extension is enabled on the

map service and that there is a network layer and event layers in the map service.

Application Log

(= Initializing application
Set approved roles for current user - total of 130
Retrieving application configuration
Set map service calls to use JSONP
Configured default roles (guest roles) - total of 60
Retrieving LRS metadata
Retrieving template by ID '1'
An error occurred
An error occurred

444 ms
0 ms
251 ms
0 ms

0 ms
172 ms
72 ms
0 ms

0 ms

XX 4RO X

Unauthorized: Access is denied due to invalid credentials

The "Unauthorized: Access is denied due to invalid credentials" error message is typically associated with Integrated Windows
Authentication, within IS, being incorrectly configured or IS configuration being out of sync with the application's security con-

figuration.

Server Error

401 - Unauthorized: Access is denied due to invalid credentials.

You do not have permission to view this directory or page using the credentials that you supplied.

Toresolve the issue the following procedures can be followed:

If the desire is to use Windows Authentication and the application has already been configured with external

roles (AD Groups):
1. Onthe application server that TDS is installed, open IIS Manager.

2. Navigate to the "tds" application node (click the "tds" node).
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3. Double-click the Authentication icon.

v (5] Sites ASP.NET
v &P Default Web Site ot a\_,.:\ - ’0
s o] 1031 -event-editor i w A04 =
s o] 104 -event-editor MET MET MET Error MET
5 . 7] 1051-event-editor Authorizat.. Compilation Pages Globalization
5 -] azpnet_client
. 3 1
v ] tds —
>. __l ﬁ.pp_Data o= +—i CGI
» - apps ' . :
. _I APP ASP Authentic... thorizat... Cal I
’ —I .reas Rules
5 - bin
5 . Commands Management
5 .| Content D
5 .| fonts
» | Localization Configurat...
5 [ logs Editor
5 [ Scripts
y -] Views
4. Enable Windows Authentication and disable all other types
K
w _ﬂ RGREEN_(TSTS\rgreen) Gouplel No Grouping .
_;’ Application Pools
w 8] Sites Marme Status Response Type
v D Default Web Site Anonymous Authentication Disabled
> -] 1031-event-editor ASP.MET Impersonation Disabled
> -] 1041-event-editor Basic Authentication Disabled HTTP 401 Challenge
» -] 1057-event-editor Forms Authentication Disabled HTTP 202 Login/Redirect
» -] aspnet_client {Windows Authentication Enabled HTTP 401 Challenge
v @ tds

5. Testthe application by opening itin a browser. If it doesn't work, continue...
6. Navigate to the TDS application installation directory

This can be achieved by right-clicking the "tds" node in IS and clicking Explore

7. Editthe Web.config in a text editor
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8. Inthe system.web tag, ensure that the "authorization" and "authentication" appear as follows:
<system.web>
<authorization>
<deny users="?" />
</authorization>
<authentication mode="Windows" />

<compilation targetFramework="4.5" />

<httpRuntime targetFramework="4.5" maxRequestLength="1048576" />
<customErrors defaultRedirect="~/apps/oops.html” mode="RemoteOnly">
<error statusCode="404" redirect="~/apps/oops.html?errorMessage=Sor
<error statusCode="401" redirect="~/apps/oops.html?errorMessage=Sor
</customErrors>
</system.web>

Copy/Paste:

<authorization>
<deny users="?2" />
</authorization>
<authentication mode="Windows" />
9. Save the edited "Web.Config" file.
10. Testapplication by openingitin a browser.

11. Ifthe application doesn't work, move onto the "Manual reset of application authentication" steps.

Manual reset of application authentication:
1. Onthe application server that TDS is installed, open IS Manager.
2. Navigate to the "tds" application node (click the "tds" node).

3. Double-click "Authentication" icon.

v -[B] Sites ASP.NET
v &) Default Web Site " .
- | 1031-event-editor _% &%.? 0
.- ~| 1041 -event-editor MET MET MET Error MET
- “| 1051-event-editor Authorizat.. Compilation Pages Globalization
: <[] aspnet_client IS
v P tds ___
-l App_Data ﬂ; :-5%
L eRes AsP bithorizat..  CGl
- J Areas Rules
| bin
. .[7] Commands Management
. .[7 Content D
. [ fonts
-] Localization Configurat...
. logs Editor
. [ Scripts
, 7] Views
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4. Enable "Anonymous Authentication" and Disable all other types.

h 'H_:J RGREEN_(_‘I’S.S\rgreen] Group by: Mo Grouping -
|} Application Pools
~ (] Sites MNarne Status Response Type
v @ Default Web Site Anecnymous Authentication Enabled
: <[] 1031-event-editor ASP.MET Impersonation Disabled
> «[7] 1041-event-editor Basic Authentication Disabled HTTP 401 Challenge
<[] 1051-event-editor Forms Authentication Disabled HTTP 302 Login/Redirect
} ‘_; aspnet_client Windows Authentication Disabled HTTP 401 Challenge
¥ tds

5. Navigate to the TDS application installation directory.

This can be achieved by right-clicking the "tds" node in |IS and clicking Explore

Edit the "Web.config" in a text editor.

7. Inthe system.web tag, remove any existing"authorization" and "authentication" tags and add the following "authentication"
tag:

<system.web>
<authentication mode="None" />
<compilation targetFramework="4.5" />
<httpRuntime targetFramework="4.5" maxRequestlLength="1048576" />

<customkErrors defaultRedirect="~/apps/oops.html” mode="RemoteOnly'
<error statusCode="404" redirect="~/apps/oops.html?errorMessage
<error statusCode="401" redirect="~/apps/oops.html?errorMessage
</customErrors>
</system.web>

Copy/Paste:

<authentication mode="None" />

>

Save the "Web.Config" file.

Open up the TDS Configuration Store database and open the SecurityConfigs table (there should only be 1 record).

10. Editthe SecurityProfileld columns for the one record by setting the value to none.
SQOLite/50L Server Compact Toolbox * 0 X

(R E-E- LI

onfigs

SecurityConfigs (DEMO)

AppConfigs (DEMO) AppFactory.cs

SystemAdminUserName SecurityProfileld CorsOrigins CorsHeaders

» nene * *

11. Testthe application by opening itin a browser. You should now have fullaccess to the site and it should be configured with
"No Security."

12.  Go through the Authentication Configuration steps to property configure the desired TDS security mechanism.
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Installing TDS to a new (non-default) Website in lIS

The steps below cover moving TDS from a standard "Default Web Site" 11S installation to a new non-default website in IIS.

Before migrating TDS from one website to another it is recommended to:
1. Exportthe current TDS configuration to a seed file (see migrate TDS configuration store docs)

2. Make a backup of the current application and data

3. Completely uninstall all Rizing Geospatial products from the respective web server (see uninstalling the application docs)

Steps:

1) Create new website in IIS

1. Create anew website in IS if it does not already exist.

Internet Information Services (IS) Manager

&> Te57 »

Fie View Hop
@) TEST Home

Go [ Show All | Group by: Area

@ Default Web site ) E = § =
or Pages TP Logging  MMETypes
s Respon.

2® Windows Server 2012R2

1:28PM

\ ZhEL SBEG e
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2. Fillin site details.

Site name: Application pool:

|TDS Web Site | |TDS Web Site

Content Directory
Physical path:

| Chinetpub2iwwwroot | u

Pass-through authentication

| Comnectas... | | Test Settings..

Binding
Type: P address:

|http v| |AI| Unassigned v| |M

Host name:

Example: www.contoso.com or marketing.contoso.com

[v] Start Website imrnediately
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3. Ensurethatthe site isrunning.
€ » € » TEST » Sites » TDSWebSite »

File  View Help

I & DS Web Site Home

oo % Start Page . Edit Permissions...
s Filter: - ¥ Go - (GhShow Al |
4 qﬂ TEST ('I'S:S\rgreen) = Edit Site
i @ Application Pools IS -~ L
‘@ Sites B — Bindings...
L Default Web Site ﬁ @ (/] =2 B
4 ) TDS Web Site Amerrae - i Default Directory View Applicaticns
b -] aspnet_client Browsing View Virtual Directories
> @' tds — : _
prim 4 Manage Website =
e
Error Pages Handler @ Restart
Mappings P Start
Y . \,] % / B Stop
Jj ! ih Browse Website
MIME Types  Modules Output Request Browse *:80 (http)

Caching Filtering

Advanced Settings...

& Configure

55L Settings Limits...

e Help

Management

2) Run the TDS Installer
1. Runthe TDS Installer (for the latest TDS release).

2. On the “Installation Options” wizard page, select the desired 11S Site Name.

Installation Options
Optional I15/Application Settings

Enter optional II5/Application settings:

(®) Use application's built-n users roles for authentication

() Use Integrated Windows Authentication (Active Directory)

/-TI;;;;-N;nE: |_TrDs Weh Site

1IS Application Mame:

115 Application Pool: ITDSApanuI

Transcend Spatial Solutions
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3. Runthrough the remainder of the installation wizard steps and complete the installation process.

4. Once the installation is complete, the application should be installed within the selected IIS Site.

3) Verify the applications were installed

1. View the applications listed under the selected “1IS Site Name” to verify.

2. Installany remaining Rizing Geospatial products on the server (example: Road Analyzer, Segment Analyzer, etc).
4) Import the exported seed file

Once the new website is installed correctly, import the exported seed file (from the previous website) to the new application which will
restore TDS back to the previous site’s application configuration.
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Manual Installation

The steps below are the typical, manual, deployment/installation steps followed to host the web application in a Windows envir-
onment (on lIS).

If you are updating the application, see the Updating Application section below.

1) Verify Installation Requirements

Installation Requirements
2) Extract Deployment Package

The install package will contain a directory named “tds”, this is the primary deployment folder that will be used in the following steps.
3) Deploy Application to IS

Create “tds” Application

Create a new application in [IS Manager called “tds” and point the “Physical path” to the “tds” directory that you copied/created in the
previous step.

If you copiedthe tds directory directly to “C:\inetpub\wwwroot" then you only needto

right click on the “tds” folderin IIS Manager and click Convert to Application.

Use the “"DefaultAppPool” if the default application poolis .NET 4.5 - if not you willneed to create an app
poolfor.NET 4.5 andset that as the app pool for this application. Afterinstalling .NET 4.5 the default app
poolshould automatically be configuredto use .NET 4.5.
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Edit Application E |

Site name;  Defaulk Web Site
Path: Jdew

Alias: Application pool:

DefaultsppPool Select. .. |

Example: sales

Physical path:

IC:'I,FTF‘_FDI::Ier'I,dev'I,tu:Is v |

Pass-through authentication

Conneck as... Tesk Settings. ..

| Ik I Zancel

Configure and Test Application

After the application is deployed, follow the remainder of the installation steps in the Getting Started section.

Updating Application

If the application has already been deployed and you are trying to re-deploy a newer version of the application, manually, the fol-
lowing steps should be taken:

o N =

Extract deployment package.

Make a backup of the current application (tds directory).

Overwrite all of the content currently deployed (in 11S) with the contents of the "tds" directory in the deployment package.

Update the web.config to match your previous deployment configuration/settings.

Run the application and test.
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Options and Silent Installs

The installer can take in a number of options via the command line, in order to set default behavior and configuration —during the
installation process.

Command Line Options

The following is a list of arguments that can be passed to the installer via command line:

1. /L*V <log file location>
a. Willtellthe installer where to log its progress.
b. Note, the log path and log file must already be exist.
2. APPDIR=<install directory>
a. Willtellthe installer where to install the application on the target machine.
3. ENABLE_WIN_AUTH=10r0
a. Willtellthe installer to enable windows authentication and disable anonymous authentication, or not.
b. Defaultsto0.
4. LAUNCH_BROWSER=1o0r0
a. Willtellthe installer to launch a browser, to the application, or not once the installation is complete.
b. Defaultsto 1.
5. APP_NAME=tds
a. Willtellthe installer what to “name” the application within I1S.
b. Defaultsto “tds”.
6. APP_POOL_NAME=TDSAppPool
a. Willtellthe installer what to name the “Application Pool” for the installed application.
b. Defaultsto “TDSAppPool”.
7. /gn,/quiet
a. Willtellthe installer to install “silently”.
8. Example:

a. msiexec/i<msilocation>/L*V <log file location> APP_NAME=<app name> APP_POOL_NAME =<app pool name>
ENABLE_WIN_AUTH=<1 or 0>

9. Working example:

a. msiexec/i"C:\deployment-package\tds.msi" /L*V "C:\ deployment-package\install-log.txt" APP_NAME=tds APP_
POOL_NAME =MyAppPool ENABLE_WIN_AUTH=1 APPDIR="C:\Program Files (x86)\TDS

Silent Installs

The installer can be run “silently”, meaning it will not ask for any input from the user. It will use all default values, unless a specific
option/argument was passed in via the command line.

/gn, /quiet

Willtell the installer to install “silently”

Example:

msiexec /i <msilocation>/qn, /quiet /L*V <log file location> APPDIR=<install directory> ENABLE_WIN_AUTH=1
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Working example:

msiexec /i "C:\deployment-package\tds.msi" /gn, /quiet /L*V "C:\ deployment-package\install-log.txt" APPDIR-
R="C:\Program Files (x86)\TDS

The installation package will contain pre-filled batch script, “silent-install.bat”, which you could add to, or edit, the arguments to pass
to the “msi” file. Note, if you run the installer using the “silent-install.bat” file you must run it as an administrator.

= sliert-install bat Kil

set sourcedir=%~dpl

1
2 set logfile="#%sourcedir%install-log.txt"”
3 set installdir="C:\Program Files (x86)\TD3"
4 set mei="%sourcedir¥tds-2.6.0.msi"
=
& if exist logfile |
7 echo. Log File Exists
8 ) else |
8 echo "" >> %logfile®
10 )
11
12 msiexec /i *msi%* /gn, /quiet /L*V %logfile® APPDIR=%installdir% ENABLE WIN AUTH=1 APF NAME=tds-ncdot
13 echo. Installation Complete
Application Tools
Home Share View Manage
@ - 1 | . » deployment-package » ncdot
-
T} Favorites Mame Date mod
B Desktop | install-log.bxt 6/9/2015 1
@ Downloads lient-install.bat 6/9/2015 £
5 Recent places 5 tds-2.6.0.m Open 58
Edit
% This PC Print
5# B on RGREEN-PC @ Run as administrator
5 Con RGREEN-PC Run as different user
U Desktop Edit with Notepad-++
atch file
|| Documents Share with N
& Downloads Ty
® E on RGREEN-PC . .
Restore previous versions
® G on RGREEN-PC
59 K on RGREEN-PC Send to D
W Music Cut
| & Pictures Copy
(B Videos Create shortcut
5, Local Disk (C:) Delete
8 DVD Drive (D:) IRM_555_X64FRE_EN-US_DV5 R
ename
—a Mew Volume (E:)
P rti
9 rgreen (\\2008R2DC2\home.folder) (H:) i
58 tss share (W2008R2DC2) (K:)
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Scalability and Performance

Application Performance

The application’s performance is very dependent on external factors, such as ArcGIS Server configuration, hardware, software, net-
working, and bandwidth. The application stack is made up of a set of RESTful services and a web application. The application ser-
vices do not typically query data themselves — but instead the web application will leverage an ArcGIS Server map service to query
data. See Application Architecture for more details.

Since neither the web application (simple HTML site) nor the .NET MVC application (REST services) query data themselves, the
biggest point of potential performance issues lies within the ArcGIS Server map service. ArcGIS Server performance is essential for
the web application to perform adequately. See ArcGIS Server performance documentation for details.

Scalability

In order to accommodate a very large number of concurrent users, the application server (REST services and web app) can be rep-
licated/scaled to be placed in a load-balanced environment. This “replicating” of services will allow for spreading the load over mul-
tiple resources. There are however a number of configuration considerations that should be taken when using "replicating” of
services. You can find these configuration considerations in Configuration for Load Balanced Environments located in the Con-
figuring the Application section.

Example Metrics

The following is a list of metrics gathered, and the hardware and software they were performed on.
Configuration 1

Description:

Application Server (Server #1)
Windows Server 2012

64-bit

Intel(R) Xeon(R) CPU E5-2670 v2 @ 2.50GHz, 2499 Mhz, 2 Core(s), 4 Logical Processor(s)
30.5 GB Physical Memory

Installed Software: ArcGIS Server, ArcGIS Desktop, SQL Server 2012

Configuration Database (SQL Compact Edition)

ArcGIS Server (Server #2)
10.2.1

Default configuration

Database (Server #3)

Oracle

Infrastructure:
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Configuration
Database
SQL Compact
Edition

Performance Metrics:

TotalMiles  LayersQueried  Features Queried

3.5 15 26
25.07 8 319
25.07 9 416
20 9 258
) 15 125
5 4 19

25 Concurrent Users Metrics

Symbology Complexity (1-10)
7.5

7.5

9

9

7.5

Amazon Cloud Environment

Server #3

Total Query & Render Time (seconds)
5.98

9.91

22.87

13.05

3.68
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VU load time (Aggregated (World)) / VUs active (Aggregated (World))

@ VU load time @ VUs active

40

18:05:00 18:05:30 18:06:00 18:06:30 18:07:00 18:07:30 18:08:00 18:08:30 18:09:00 18:09:30 1810:00
18:06:00 18:07:00 18:07:30 18:08:00 18:08:30 18:0%:00

Configuration 2

Description:

Application Server (Server #1)
Windows Server 2012

64-bit

Intel(R) Xeon(R) CPU E5-2670 v2 @ 2.50GHz, 2499 Mhz, 2 Core(s), 4 Logical Processor(s)
30.5 GB Physical Memory

Installed Software: ArcGIS Server, ArcGIS Desktop, SQL Server 2012

Configuration Database (SQL Compact Edition)

ArcGIS Server (Server #2)
10.2.1

Default configuration

Database (Server #1)
SQL Server 2012

Infrastructure:
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Server #1

Configuration
Database
SQL Compact

Edition

Performance Metrics:

TotalMiles  Layers Queried

12.525 13
3 13
5 13
18.68 13
40 4

4.662 13

25 Concurrent Users Metrics:

Features Queried

40

103

148

14

12

15

Symbology Complexity (1-10)
5
8.5

1489

Server #2'

!
I
I
I
I
I
i

1
1
1
|
', ArcGIS Server (10.2.1) !

Total Query & Render Time (seconds)
1.96
4.39
3.85
2.07
2.09

1.44
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VUs active (Aggregated (World)) / VU load time (Aggregated (World))

@ VUs active @ VU load time

40 B00ms
600ms
400ms

200ms

Oms

19:23:00 19:23:30 15:24:00 19:24:30 15:25:00 19:25:30 19:26:00 19:26:30 19:27:00 19:27:30 19:28:00

19:23:00 19:24:00 19:25:00 19:26:00 19:2/:00
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WCAG and 508 Compliance

Rizing Geospatial is committed to ensuring digital accessibility for people with disabilities. We are continually improving the user exper-
ience for everyone and applying the relevant accessibility standards.

Measures to Support Accessibility

Rizing Geospatial takes the following measures to ensure accessibility across all our web applications:
Includes accessibility as part of our routine quality assurance testing
Runs automated tests through an updated accessibility engine

Conformance Status

The Web Content Accessibility Guidelines (WCAG) defines requirements for designers and developers to improve accessibility for
people with disabilities. It defines three levels of conformance: Level A, Level AA, and Level AAA. Rizing Geospatial is partially con-
formant to varying extent with WCAG levels A, AA and AAA for each of the WCAG principles. Partially conformant means that some
parts of the content do not fully conform to the accessibility standard.

Additional Accessibility Considerations

Our goalisto meet WCAG Levels A, AA and AAA conformance to the best of our ability recognizing that full compliance is unrealistic
given the visual nature, complexity, and extensive code libraries utilized by our suite of web tools.

Feedback

We welcome your feedback on the accessibility of Rizing Geospatial's web application products. Please let us know if you encounter
accessibility barriers.

E-mail: geosupport@rizing.com

Assessment Approach

Rizing Geospatial assesses the accessibility of our web applications using the following approaches:

Deque’s axe open source accessibility browser extension tool
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Services API Reference

The Services API Reference can be accessed from the Help dropdown menu found in the top navigation bar and clicking on the "Ser-
vices AP| Reference" menu option.

O Help ~

ki User Guide
& Application Log

G Services API Reference

{ @ About

C— —— — — —— — —

The Services APl Reference is a list of the available Transportation Data Server Web API services for most of Rizing Geospatial soft-
ware solutions.

202



("App Manager"

Frequently Asked Questions (FAQs)

What browsers does App Manager support?

Most modern web browsers like: Chrome, Firefox, Safari, Edge, and IE11+. For optimal performance, the product team recom-
mends using the application in the most up to date versions of these.

What operating systems does App Manager support?

Since App Manager isan HTML, JavaScript, and CSS web application any operating system with a modern web browser can run
App Manager —even tablets, phones, and other devices.

Does App Manager support data encryption?

Yes, the application requests/transactions can be encrypted by running over HTTPS (SSL).

Is App Manager scalable? Does it work in a load balanced environment?

App Manager can be “replicated” to multiple application servers and function in a load balanced environment. See Scalability and Per-
formance for more details.

Does App Manager provide role based separation of actions?

Yes, every service endpoint and functionality in all our applications have an assigned privilege. Roles can be created dynamically and
privileges can be assigned to, or removed from, any role. See the Roles, Role Privileges, and User Roles sections for information on
configuring authenticated user roles.

Is App Manager configured to use Google Analytics?

Yes, the Google tracking code can be entered into App Manager. See the Installed Applications topic under "Tracking ID" for instruc-
tions on how to configure this feature.

All Google Maps JavaScript API applications are subject to the limitations of Google's Terms of Service. Therefore to use any imbed-
ded Google Map tools within the applications, you will need to adhere to Google's Terms of Service - this typically means you need to
purchase an enterprise license. To learn more, please visit Google Maps' Get a Key/Authentication page. Once you have that you
can enter it in the General Server Settings, along with your Client ID, Signature, and/or Channel.

Can | change where TDS stores its configuration data (the config store)?

Yes, please see the Configuration Store topic for more information as well as step-by-step migration instructions.

What safeguards does TDS use for database access security and protection against SQL injection and other
functions?

All of Rizing Geospatial's products provide safeguards to help prevent SQL injection attacks by making use of paramaterized SQL
queries within the .NET framework. While there are safeguards in place to prevent SQL injection attacks, within Rizing Geospatial's
products, the recommended data access architecture is intended to provide the greatest defense mechanism. Securing data access
via connection account privileges and application user/role/privilege assignment is critical to mitigating the risk of unintended server
and database access. This is particularly important due to the fact that some functionality in Rizing Geospatial's products do require
some level of dynamic SQL input. It is critical that only authenticated and trusted users have access to this functionality. All database
connections to the transactional data should be configured to use a read-only connection. See ""Data Flow and Connections" on
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page 180" for more details.

Do | need to install new releases in a particular order?

It depends on the type of release. Rizing uses the Major.Minor.Patch semantic versioning (for example, version 5.0.0 is a major
release, version 5.1.0 isa minor release, and 5.1.1 is a patch release). Minor or patch releases can be installed in any order. For
major releases, reference the Release Notes for the recommended installation instructions, which may include a specified order. Itis
best to install the all of latest products at the same time. and we strongly recommend making a backup of the site/TDS configuration
before you begin.

Enhancements and bug fixes are provided in each release, so keeping your application updated to the most recent version ensures
the best performance of the applications.

How do | uninstall one of the applications?
Navigate to Programsin your computer.
Click Uninstall for the application you want to uninstall.

Click Uninstall or Yes on the confirmation popup.

> e nhd

A confirmation prompts will open. Click OK to confirm.

See ""To uninstall the application" on page 13" under the Updating an Existing Installation heading in the Getting Started topic for
more information.

Can | migrate TDS in IIS from the default website to a non-default website?

Yes, please see the Installing TDS to a new Website in |IS topic which will walk you through the process of uninstalling and backing up
TDS, creating a new TDS website in IIS and migrating data from the previous install.

I'm unable to delete or update a data source, profile, etc. within the applications, how do | troubleshoot the
issue?

11S has many configurations and modules that can interfere with the HT TP requests from TDS applications to the TDS services. Typ-
ically, the default IS configuration provides the necessary setup to allow for the required HTTP traffic to route through IIS and to the
TDS web services (API). However, if certain requests (typically HTTP PUT or DELETE) are not being properly routed to the TDS
AP, the following steps can be used to troubleshoot the configuration issue.

Option 1 - Check and Remove WebDAV
1. Open Programs and Features on your computer.
2. Selectthe Turn Windows features on or off option.
3. Continue through the Add/Remove Roles wizard until you get to the option to edit lIS features.
4

Uncheck the following option found under Internet Information Services >World Wide Web Services >Common
HTTP Features

WebDAYV Information Services

If the option is not checked, proceed to Option 2 below.
Click OK.

Test the application to see if it resolved the issue.

You may need to restart the server for the change to take effect.

Option 2 - Add additional verbs to default IIS configuration
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1. Navigate to the IIS applicationHost.config file.
Typically located at C:\Windows\System32\inetsrv\config

2. Editthe applicationHost.config file in a text editor.
3. Navigate to the system.webServer > security > requestFiltering > verbs tag.
4. EnsurethatPUT and DELETE are listed.

If the allowUnlisted="true" property is set on the verbs tag then it is not necessary to specify “PUT” and

“DELETE?” explicitly.

Tip: If you do not want to apply this setting globally to IS you can make this configuration specifically for the
TDS application or website. https://docs.microsoft.com/en-usliis/-
configuration/system.webserver/security/requestfiltering/verbs/add

5. Testthe application to see if it resolved the issue.

You may need to recycle the app pool or restart IIS.

Do Rizing Geospatial products meet WCAG and 508 accessibility guidelines?

Rizing Geospatial is committed to ensuring accessibility for people with disabilities. Due to the nature of some of our products not all
accessibility rules are relevant or obtainable. Please see our WCAG and 508 Compliance topic for further details on how we are con-
tinually working to improve the user experience for everyone and apply the relevant accessibility standards across all our web applic-
ations.

Do Rizing Geospatial's applications support Esri's branch versioning option?

Yes, all of Rizing Geospatial's applications support Esri's branch versioning. Branch Versioning means the application will query the
versions thru the map service, not the database. So, when adding a data source for the applications to use that has branch ver-
sioning, you willneed to check the Data source uses ArcGIS Branch Versioning option, then enter the Map Services Account
Username and Map Services Account Password in Application Settings.

In order for Rizing Geospatial's applications to load properly, the Associated Service URL of the data source configured in TDS
needs to be ata minimum a Viewer User Type in Portal and have the map services used by the Data Source shared with it. The easi-
est way to do that is to add the user to the group that the map service is shared with, if the map services are not shared to the Organ-
ization.

You can have both types of versioning in a single database: traditional and branch. Traditional versions are managed within the data-
base. Branch versions are managed from the feature service. Only one type of versioning can be used with a Data Source. If there is
aneed to pullbranch versioned data and traditional versioned data from the same database, for example in a Segment Analyzer tem-
plate, two different Data Sources will need to be used: one configured with just the database connection and map service and one
configured with the map service and the Data source uses ArcGIS Branch Versioning option checked.
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